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President’s Letter

he Rockefeller Foundation shapes and supports innovative solutions to some of the world’s most

critical challenges. Few of these solutions are more encouraging than those emerging in the field

of eHealth. As wireless connectivity rapidly increases globally, information and communications

technology unleashes the potential not only to improve the quality and efficiency of health care,
but also to bridge divides between services and the people who most need them.

During the summer of 2008, the Rockefeller Foundation hosted Making the eHealth Connection:
Global Partnerships, Local Solutions, a month-long conference series at our Bellagio Center. While
gathered there, more than 200 experts, working across disciplines and sectors, set and championed
a new agenda to expand use of technology in health systems—one crucial component of the global
health community’s strategy to make modern care more accessible and affordable for all.

This report, “From Silos to Systems,” arises from that seminal convening. It advocates for stronger
eHealth capacity, coordinated funding and policy, collaborative networks, public-private partnerships,
and greater attention to interoperability. It informs our ongoing investment in projects including
Rwanda’s endeavor to develop a comprehensive, nation-wide eHealth plan and the Kigali Institute

of Science and Technology’s work to establish an eHealth center of excellence, which will serve as

a national and regional anchor of research, teaching, and learning.

The Rockefeller Foundation’s support for eHealth is part of our five-year, $ 100 million Transforming
Health Systems initiative, which helps low-income countries—beginning with Ghana, Rwanda, and
Vietnam and Bangladesh—steer their fast-evolving health systems toward better performance and
universal coverage. Our initiative also fosters professional stewardship of national health systems
and engages the private sector in providing and financing health services for low-income families.

Almost a century ago, John D. Rockefeller, Sr., committed his foundation to addressing the diseases
that he called “the supreme ill of human life.” During subsequent decades, our predecessors led cam-
paigns against scourges of the poor, including malaria and hookworm, and helped establish the field
of public health in the process. They earned a Nobel Prize for their discovery of a yellow fever vaccine.
They mobilized a worldwide effort to align public-private partnerships that accelerate the search for
vaccines and medications to end HIV/AIDS, tuberculosis, and other illnesses.

Today, we forge boldly into the 21st century’s second decade with our eyes fixed on a new generation

of health challenges and opportunities. As the Foundation has since its inception, we nurture innovations
that can help more people lead healthier, more resilient, and more productive lives. Because of dramatic
advances in technology and communications, tools like eHealth can connect people and communities
with better care at lower cost. We welcome and value your partnership in spreading their promise.
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eHealth: An Introduction

From Silos to Systems

Introduction

eHealth: An Introduction

Despite good intentions, health systems across the globe are unable to deliver
high-quality, affordable services to all. Thirty thousand children die each day
needlessly of preventable disease. Quality of care is substandard. Sick patients—
if they can get to a clinic and afford treatment—face long waits. Critical health
information is buried in thick medical files, and facilities are plagued with severe
shortages of those who can heal. Inequities in the provision of health care are
one of the greatest challenges we currently face as global citizens—and these
demands are only amplified in the developing world.

lll health handicaps not only people but economies and development. The World Health Orga-
nization (WHO) recently noted that countries, particularly those in Africa, will not develop eco-
nomically and socially without substantial improvements in the health of their people. The
economic shifts of the past few years have further contracted economic growth worldwide
and affected developing countries unduly. The World Bank predicts a $700 billion shortfall in
emerging markets, for example. If anything positive can be said about the global recession, it is
that it more deeply binds the fate of nations together and provides momentum for new and
systemic approaches to persistent cross-border challenges.

Experts agree that it will take an unprecedented transformation to reverse the tide of failing
health systems, particularly in light of shrinking resources that must now be used more effi-
ciently. Fortunately, support is increasingly available through a set of breakthrough tools known
as eHealth, commonly understood to be the innovative application of emerging information
and communications technology in health systems.

eHealth includes a broad range of implements, such as electronic health records, information-
gathering software, mobile devices, e-learning tools and horizon technologies that defy human
imagination. Combined, these tools can narrow health disparities, equip health care providers
and enable immense leaps in quality of care. For example, a nurse in a remote village—through
her laptop and mobile phone—can now access information on the world’s best treatments, pre-
viously only available to the rich and privileged, and can track and treat her patients using longi-
tudinal electronic health records.



Growing numbers of experts believe that
eHealth will fuel the next breakthroughs in
health systems improvement, from Johannes-
burg to Jakarta. Recognizing both the prom-
ise and the challenges of these emerging
technologies, the Rockefeller Foundation has
launched an effort to identify new solutions
to eHealth and health system improvement
with a spotlight on low-resource settings.
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eHealth Around the Globe

eHealth deployment is moving forward on
every continent and often in low-resource
areas where it might be least expected. Tech-
nological breakthroughs are happening pre-
cisely because the trials and health needs in
these places are so pressing and solutions are
so few. Some examples include telemedicine
networks in Bangladesh; e-pharmacy projects
in Malaysia; low-cost, sustainable electronic
health records for HIV/AIDS patients in
Kenya; and web-based communication tools
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Making the eHealth
Connection

to decrease maternal and child deaths in
Peru. In the industrialized world, meanwhile,
multiple national initiatives are underway,
such as the creation of an electronic health
records system in Australia, the linking of
interoperable health information technology
in the United States, and the development of
a single electronic health record for every
individual in the United Kingdom.

Discussions about creating new eHealth sys-
tems are now truly transnational, transcend-
ing the boundaries of geography as well as
the boundaries of organizations. Mounting
evidence suggests that countries—regardless
of their political leadership, gross domestic
products (GDPs) or health-insurance sys-
tems—share common eHealth challenges.
Among them are the need for clear business
and funding cases, strong stakeholder
engagement, documented best practices,
cooperation between business and govern-
ment, integration of local perspectives,
affordable open-source options, and work-
able approaches to interoperability, privacy
and security.

International agencies are beginning to ramp
up eHealth activities as a way to improve
global health, overhaul health systems and
support the United Nations Millennium

Development Goals. The World Health Organi-
zation has adopted Resolution WHAL8.28,
which urges member states to develop long-
term strategic plans for eHealth services. The
53-nation Commonwealth Secretariat and
the Commission for Africa have established
eHealth programs. The European Union has
an eHealth action blueprint in place to achieve
borderless trans-European health information
systems by 2010. And the Group of Eight
largest industrialized countries, plus Russia,
have launched a Providing for Health Initia-
tive, or P4H, as an international platform for
dialogue and collaboration on health-systems
issues, including eHealth.

Despite the wonders and continued progress
of eHealth, an international public-private sec-
tor framework for understanding and moving
forward on these issues is not yet in place.
Consensus on how health technology can
proliferate in the absence of traditional busi-
ness models and methods for it to communi-
cate across institutions or continents—known
as interoperability—is not a reality in most
places. Although incredible amounts of infor-
mation about health can be electronically col-
lected and analyzed, it is often not integrated
for a complete picture of health. And policy
options and funding to support eHealth proj-
ects are often inadequate and unaligned.



Making the eHealth Connection:
Global Partnerships, Local Solutions

A key milestone in the Rockefeller Founda-
tion’s endeavor to improve health systems
was the month-long Making the eHealth Con-
nection: Global Partnerships, Local Solutions
conference series held during July and
August 2008 at the Foundation’s Bellagio
Center in ltaly. For 50 years, the Bellagio Cen-
ter has been a place for developing bold ideas
and initiatives to “promote the well-being”

of humanity, as John D. Rockefeller, Sr.,
intended when he established the Foundation
itself in 1913. In keeping with this tradition,
the eHealth conference series convened
some of the world’s best minds to collaborate
on devising innovative methods of using the
newest digital technologies to improve health
care in developing countries—an area fre-
quently referred to as the Global South.

In a pivotal 2007 meeting in Pocantico, New
York, worldwide health leaders made recom-
mendations for addressing the challenges of
global health systems. And at the Making the
eHealth Connection conference, attendees
took action on these recommendations. The
event fell squarely within the Rockefeller
Foundation’s broader commitment to engage
partners with diverse perspectives in mean-
ingful alliances, while encouraging new prod-
ucts, processes and practices that empower
beneficiaries to cultivate and spread progress
in their communities and countries.

The Making the eHealth Connection conference
occurred at a very important point in time, with
wireless and mobile technology at a tipping
point. Key countries in South America, Sub-
Saharan Africa and Southeast Asia are commit-
ted to major eHealth endeavors. With countries
including Brazil, Thailand, and Rwanda on
board, other developing nations are poised to
follow suit. Experts say that now is the optimal
moment for eHealth to have the greatest
impact, and they stress that agreed-upon direc-
tion at an international level is sorely needed.

Designed to be a consensus launching pad
and a networking hub, the Making the eHealth
Connection conference series provided a
neutral, information-rich locale where pas-
sionate people and organizations could work
together to begin to achieve real technology
and health breakthroughs. Attendees
explored pathways for new investment and
new policies, coming away with a new deter-
mination to revitalize health systems in devel-
oping countries.

Ensuring that every voice would be heard, con-
ference dialogue was shaped around the artic-
ulated needs of those who are active on the
ground as health technology implementers,
policymakers and funders in developing coun-
tries. Two hundred experts participated in the
Making the eHealth Connection conference
series, including representatives from 34
developing nations, 32 donors and 10 promi-
nent print and online media representatives.
Conference attendees were asked to offer their
best ideas on eHealth knowledge develop-
ment, capacity building, possible country-level
technology investments, and the mobilization
of key partners to build global momentum for
stronger health systems through eHealth.

To organize the Making the eHealth Connec-
tion conference series, the Rockefeller
Foundation joined forces with leading institu-
tions in health, international development,
and information and communications tech-
nology (ICT), including the American Medical
Informatics Association (AMIA), International
Medical Informatics Association (IMIA),
Health Level Seven (HL7), Health Metrics
Network (HMN), the Latin American and
Caribbean Center on Health Sciences Infor-
mation (BIREME), Partners in Health (PIH),
the Regenstrief Institute, the Telemedicine
Society of India, the United Nations Founda-
tion (UNF), Vodafone Group Foundation
Technology Partnership, the University of
Washington's Center for Public Health
Informatics (CPHI) and the World Health
Organization (WHO).

The Most Reverend
Desmond Tutu,
Archbishop Emeritus
of Cape Town,
South Africa

“eHealth is truly a
disruptive technology. ..

rendering former

geographic and economic

barriers meaningless.”
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The action-oriented Making the eHealth Con-
nection conference agenda included discus-
sion in eight key areas, all designed to
provide seasoned eHealth advice and road
maps for delivery of health services and infor-
mation in a fundamentally different way
throughout the developing world:

» Public health informatics and national
health-information systems

> Interoperability

» Access to health information and
knowledge sharing

» Health informatics and eHealth
capacity building

Electronic health records
Mobile health and telemedicine

eHealth markets

v Vv Vv v

National eHealth policies

Each week, Making the eHealth Connection
participants attended one of two parallel con-
ferences with joint plenary and keynote
speaker sessions. Subject tracks convened
25 to 30 world experts from important stake-
holder groups—industry, donors, govern-
ments, researchers and civil society—to focus
on a specific area of eHealth. Participants
examined eHealth obstacles, potential solu-
tions and successful sustainability models.

Outcomes from the conference were
expected to inform both national and interna-
tional eHealth agendas and result in ideas
and products to drive a marked increase in
eHealth dialogue and action.

From Talk to Action:
A New eHealth Paradigm

Along with providing eHealth education and
informing future eHealth dialogue, this book-
let is intended to promote the findings of the
Making the eHealth Connection conference
within the broader health, development and
technology communities. The booklet, organ-
ized by conference session, features agreed-
upon recommendations for necessary actions
and policy priorities that can guide the devel-
opment and implementation of global,
national, regional and local eHealth and
health systems. These testimonials represent
stakeholders’ substantial commitment to
improve health and decrease disparities by
promoting innovative eHealth solutions.

Overall—through the signing of an official Bel-
lagio eHealth Call to Action that is being
taken to global institutions, individuals and
governments with the power to change
eHealth policy and practice—Making the

eHealth Connection conference participants




committed themselves to promoting and sup-
porting the following:

Timely, consensus-based global agenda setting
A rational policy process for eHealth
Adequate and coordinated funding
Collaborative networks and action platforms

Knowledge sharing and capacity building

v Vv Vv Vv Vv Vv

Interoperable eHealth demonstration projects

To date, more than 240 individuals have
signed the Bellagio eHealth Call to Action,
which was launched by Cape Town Arch-
bishop Emeritus Desmond Tutu, who calls
eHealth "a ray of light on the horizon for the
health and equity challenges that plague
humanity.”

Making the eHealth Connection recommenda-
tions about what must be done across coun-
tries and by those involved in eHealth include:

» Keeping in mind that the ultimate goal of
eHealth should be to strengthen health sys-
tems and improve people’s health

» Documenting the impact of eHealth on access,
affordability and quality of health services

» Supporting collaboration and innovation
across resource-constrained countries and
supporting learning between developing
countries, with the understanding that the
equator is not the dividing line for innovation

» Reducing donor fragmentation and harmoniz-
ing donor requirements and reporting

» Developing the ICT “business case” to
increase donor and stakeholder involvement

) Strengthening stakeholder collaboration

» Providing funding for demonstration projects,
reference implementations and adequate
evaluation

Other recommended strategies to address
common eHealth policy and organizational,
technical, legal, financing and sustainability
challenges conceived at the Making the
eHealth Connection conference series are also
highlighted in this booklet. These include:

WE-CAN=>Form a World eHealth Collaborative
Network (WE-CAN) to enable eHealth ideas
and priorities to flow from the bottom up and
from the top down

GLOBAL eHEALTH CONVENTION=)Engage in a
global eHealth convention process aimed at
providing an overarching legal and regulatory
framework for eHealth, beginning with inter-
operability issues

CULTIVATE INTEROPERABILITY CULTURES)
Promote government adoption of an interop-
erability and standards culture in relation

to eHealth

OPEN STANDARDS/OPEN SOURCE=»Make open
standards and open-source software freely
available

UNIVERSITY-BASED INFORMATICS NETWORKS=)>
Create a network of regional health informat-
ics centers, in resource-constrained countries,
with mechanisms for collaboration between
universities in the developing and the devel-
oped world

SHARED OPEN-ACCESS INFORMATION SPACE=
Create a shared space using social-network
and open-access approaches to enable infor-
mation producers, intermediaries and users
to develop and share content, methods and
technologies

mHEALTH ALLIANCE=>Seed a mobile-health
alliance to track, leverage and shape the rapid
growth in the mHealth sector

EMR TOOLKITS AND TRAINING=)Create an EMR
toolkit and foster support for local EMR train-
ing and capacity building

NATIONAL eHEALTH COUNCILS=) Support
National eHealth Councils and eHealth
ambassadors/advocates, particularly from
the developing world

GLOBAL eHEALTH ENTREPRENEUR COMMONS=>
Design a global eHealth commons and an
eHealth promotion network to support financ-
ing and matchmaking among eHealth entre-
preneurs and donors

His Excellency Paul Kagame,
President, Republic of
Rwanda

“There has been a ten-
dency in the past to con-
sider ICT solutions as
elitist, stand-alone proj-
ects that are implemented
to the expense of more
developmental pursuits.
Rwanda’s eHealth

experience illustrates the

reverse; namely that

ICT is a powerful tool
and agent for drastically
improving health care
delivery to ordinary folks
and even in the remotest

parts of our country.”




) The Path to Interoperability

From Silos to Systems

Chapter 1

Interoperability is broadly defined as the ability of two or more systems to
exchange and use information. For health care, interoperability enables data
and technology systems to work together across organizational boundaries for
better individual and community health. Attaining true interoperability requires
significant coordination and cooperation among stakeholders. While experts
today concur that consensus-based health care interoperability rules and stan-
dards are needed, many questions remain about how to achieve this in both
developed and developing nations.

The World Health Organization (WHO) and Health Level Seven (HL7) jointly convened Path to
Interoperability, part of the Rockefeller Foundation’s Making the eHealth Connection: Global Part-
nerships, Local Solutions Bellagio Center conference series. Participants discussed essential
steps along the interoperability path and examined what is needed to promote interoperability in
the developing world—to get the machines talking and to put patients at the center of their care.

eHealth Interoperability: Key Issues

Electronic health information exchange across institutions and borders is increasingly impor-
tant, in light of the growing global disease burden and a mobile populace. Critical challenges in
the process of meaningful data exchange are the lack of interoperable health systems and the
lack of consensus on data standards. Several key issues are involved in moving toward more
widespread health care interoperability. These include:

» Understanding interoperability needs in an organizational, geographic and health system context

» Finding consensus among key interoperability stakeholders, such as patients, providers, health care
facilities, ministries of health, districts, technology vendors, donors and development agencies

» Providing avenues for developing nations (which are largely absent in current standards-
development and interoperability discussions) to become more engaged

» Clearly articulating what technologies, policies, skills and leadership by government and industry
are necessary to achieve interoperability

» Properly leveraging open, standards-based platforms and open-source collaborative models
when needed
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Interoperability Defined

Interoperability is a complex concept with a
simple end goal: creating better health for
individuals, communities, nations and the
world. Interoperability involves the successful
operation of many interlocking pieces at
increasing levels of sophistication. True inter-
operability is a particularly difficult task if
undertaken all at once. Participants at the
Path to Interoperability conference recom-
mended that interoperability in a health care
context be tackled in distinct steps, starting
from the most straightforward and moving
toward the most intricate and multifaceted.

Interoperability Model

LEVEL 1 Non-electronic data (e.g., paper, mail
and phone calls)

LEVEL2 Machine-transportable data (e.g., fax,
email and unindexed documents)

LEVEL 3 Machine-organizable data (structured
messages and unstructured content;
e.g., indexed or labeled documents,
images and objects)

LEVEL4 Machine-interpretable data (structured
messages and standardized content;
e.g., the automated transfer from an
external lab of coded results into a
provider’s electronic, allowing data to
be transmitted, or accessed without
transmission, by health information
technology (HIT) systems without the
need for further semantic interpreta-
tion or translation)

S

Interoperability and Standards:
Progressing on the Path

Path to Interoperability conference partici-
pants emphasized that interoperability should
be treated as a direction rather than as the
end point. Examples are already emerging of
countries that have implemented information
technology systems and worked toward inte-
gration, but been unable to progress fully or
aggregate the data needed to contribute to
the nation’s health due to a lack of interoper-
ability. What can be done to support a more
robust vision of interoperability—one that is
capable of being implemented across nations
regardless of governance, health system
structure, financing and disease burden? And
how can these solutions address the large
and complicated standards and interoperabil-
ity issues in the developing world?

As a starting point, Path to Interoperability
conference participants categorized interop-
erability imperatives and recommendations
into seven distinct priority areas, based on the
real-world experience of systems developers,
implementers, ministries of health and
donors in geographies such as Sub-Saharan
Africa, Southeast Asia and Eastern Europe.

1. STANDARDS =) Despite the funding and
energy put into standards making, inter-
operability remains a largely unsolved prob-
lem. eHealth-specific standards require

11
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Sally Stansfield, MD,
Executive Secretary,
Health Metrics Network,
Switzerland

“There is an opportu-
nity with the excitement
that this [eHealth]
series has generated

for the world to come
together to create a
common architecture,

a common approach.
Once we have a frame-

work in place and can

share and compare

information, there will
be a huge new ability to
mnovate on the edges
instead of having to

reinvent wheels.”

consideration of business, clinical and techni-
cal issues. These factors make it difficult to
obtain consensus on standards and data
requirements in a timely fashion. Information
and communications technology (ICT) and its
value are established, yet without patient data
and standards to enable data exchange or
delivery at the point of care, these technolo-
gies remain largely moot in practice settings.

Some standards today are currently available
free of charge, but others have associated
fees. Required standards should be freely
available to all through the development of a
consortium for eHealth standards distribution
in which standards bodies provide materials
and resources at no or very low cost to quali-
fying developing countries and projects.

Developing nations should increasingly par-
ticipate in standards-development organiza-
tions to form partnerships with developed
country representatives and to have their
voices heard in deliberations about the inter-
operability standards needed to exchange
health data at the national, regional, district
and clinic levels.

2. IDENTIFIERS AND REGISTRIES=)|Identifiers
are considered a building block of eHealth.
The successful exchange of information and
the use of eHealth will require unique identi-
fiers for patients, providers, facilities and per-
haps other parties that have yet to be
determined. Most countries do not have

patient identifiers in place, but Path to Interop-

erability conference participants recom-
mended that identifiers be generated and
used for the following categories:

> Patients
) Health care workers, specific to their roles

> Sites of health service delivery

Registries are considered a desirable and per-
haps necessary component of eHealth. Reg-
istries support several needs, providing lists of
persons with demographic characteristics, dis-
ease-to-family linkages and a variety of other

functions. Registries also support patient track-

ing, which is often critical, as patients rarely

see the same provider consistently. Subse-
quently, registries and patient identifiers enable
greater continuity of care, linking patient visits
to multiple sites and multiple providers.

3. ENVIRONMENT=>The recognition of local
culture, languages and indigenous medicine
is critical for successful eHealth implemen-
tation and interoperability practices. These
factors must be considered and woven into
eHealth solutions.

4. GOVERNMENT=)There is no clear precedent
for a government’s role in eHealth and the
varying government structures among differ-
ent nations do not lend themselves to a one-
size-fits-all solution. Governments should
consider creating a national body to oversee
and house standards and interoperability
work. Internationally, a model global interoper-
ability resolution should be developed that
encourages each nation to adopt a core set of
standards for global eHealth interoperability.
This would make it possible to share data
using freely available standards and to sup-
port national data collection to improve
health. To the greatest extent possible, nations
should ensure that local eHealth standards are

not contrary to established global standards.




5. RESOURCE DEVELOPMENT=) Many develop-
ing countries lack access to capital and
human resources. Some nations have limited
access to hardware, supplies, computers and
printers. Salaries in the informatics field are
generally low and training opportunities are
limited, making it difficult to attract or sustain
a sufficient workforce. At a higher level, gov-
ernment and health care industry leaders do
not have the capacity or staff to participate in
national or international standards activities
and may have limited knowledge of stan-
dards. These challenges must be addressed.

6. TECHNOLOGY=)ICT purchasers should be
educated and informed about the technical
and business requirements that an eHealth
system must satisfy. Governments, sponsor-
ing agencies, or organizations may consider
certifying vendors or ICTs that meet eHealth
and interoperability requirements and pub-
lishing a list of such certified parties for poten-
tial purchasers.

Several current information technology (IT) ini-
tiatives involve developing countries. While
many of these systems are effective, they fall
far short in making a significant impact on the
health of these countries. Planning effective
eHealth systems and understanding the
requirements for interoperability here will be a
real challenge. The concept of appropriate
technology should be a major focus. What-
ever is done must have immediate value and
include scalable, sustainable eHealth systems
with simple user interfaces and, potentially,
open architecture. An overarching framework
for dealing with vendor issues, technology,
system design and decision making is needed.

7. EDUCATION=)Educational tools should be
created and presented to decision makers,
especially in developing countries. Opportuni-
ties for informatics training, university part-
nerships and introductory virtual courses on
topics such as standards, application develop-
ment and eHealth are essential.

Conclusion

Most of the standards necessary to make val-
ued progress toward systemic interoperabil-
ity currently exist. Part of the problem is that
there are duplicating and overlapping stan-
dards—and the need to identify a consensus
set. Another concern is that not every nation
has an equal seat at the standards-develop-
ment table. Progress is being made in these
efforts. Standards-development organizations
are forming international collaborations.
Experts are coming together to work on inte-
grated eHealth systems in African countries.
Donors are beginning to put a higher priority
on understanding interoperability and how it
can best be supported by their investments.

In addition, individuals—such as Eddie
Mukooyo, MD, in Uganda’s Ministry of
Health—are also stepping forward to exert
visionary leadership. Dr. Mukooyo, who over-
sees his country’s efforts to deploy technol-
ogy to connect medical personnel, is now
actively engaging in conversations with the
standards community. He shares Uganda’s
eHealth story while gathering vital details
about the most current standards and inter-
operability developments worldwide. Dr.
Mukooyo observes that, “this knowledge
transfer is absolutely critical in building a
successful, interoperable health ICT system
that works effectively both inside and outside
Uganda’s borders. It offers the valuable
opportunity to be vocal participants at the
standards development table.” Uganda

may very well be the harbinger of the future
of interoperability.

Charles Jaffe, MD, CEO,
Health Level Seven,
United States

“There are a handful of
breakthroughs in interop-
erability. The most
successful ones are when
we meet the needs of
stakeholders in developing
and developed countries.
Vendors and end-users
of technology have come
to realize that this is a
boundary that must be
crossed before real infor-

mation-sharing is possible

and, even more impor-

tant, for data re-use.”




Public Health Informatics

From Silos to Systems

Chapter 2

A January 2006 Davos World Economic Forum report cites the woeful state of
the world’s public health infrastructure as the greatest obstacle to progress on
global health goals. Health information systems remain inadequate, making it
impossible to monitor and improve the delivery of interventions in a timely and
effective way. Fortunately, eHealth tools offer novel ways to improve public
health by gathering data from disparate sources and rapidly transporting that
data to health workers on the ground.

Public health includes responding to the health needs of individuals as well as populations.
Prevention is a primary focus. The Internet, computer resources and mobile devices such as
cell phones and personal digital assistants (PDAs) are increasingly available in the developing
world. Public health professionals are adapting these technologies to the health care setting.
The avenues of technology and public health meet at the intersection of public health informat-
ics (PHI). PHI is the systematic application of information and computer science and technol-
ogy to public health practice, research and learning. PHI strategies are increasingly used to
obtain a complete picture of a population’s health and risk status and to support effective pub-
lic health data flow and decision making in both urban and remote locales.

To address these issues, the University of Washington’s Center for Public Health Informatics
(CPHI) and the World Health Organization's Health Metrics Network convened Public Health
Informatics, part of the Rockefeller Foundation’s Making the eHealth Connection: Global Part-
nerships, Local Solutions Bellagio Center conference series. Participants focused on methods
of accelerating progress in the public health informatics field and widening the discipline's rele-
vance in low-resource and developing-world settings.

Public Health Informatics: Key Issues

Internet cafes, computer centers, and mobile devices from cell phones to handheld PDAs are
tools in regular use among many health workers and policymakers. The challenge for public
health informaticians is how to enhance the delivery of high-quality, contextually relevant con-
tent, focused on a broad range of data (such as disease incidence, immunization rates, morbid-
ity, mortality statistics, practice guidelines, research findings, protocols, maps and images) so
this content can be used on the ground at the local, district and national levels.



There is great potential for public health
informatics innovations to improve health,
particularly in these areas:

» Communication among geographically
dispersed health workers and consumers

> Delivery of public-health services by strength-
ening and streamlining data collection

» Support of primary and secondary prevention
via electronic health records and improved
laboratory systems

» Data collection for research studies, such as
drug and vaccine trials

» Environmental health interventions, such as
biosurveillance, road safety and geographic
mapping systems applications

However, public health informatics impedi-
ments remain, including the following:

> Alack of integrated, interoperable health
information systems to support decision mak-
ing at all levels

) System fragmentation at the donor, NGO,
ministries of health, clinics and hospital levels

» Capacity shortfalls in technical support and
technology availability for day-to-day health
information systems tasks

» Data stewardship challenges, including the
need to provide incentives for people to col-
laborate on collecting and sharing accurate
and useful data

» The one-way flow of information that is sent
upward, but not back to health workers on
the ground

» Too many vertical disease silos across
health sectors

» Short donor-funding horizons and invest-
ments that are not long-term, coherent or
consistent

» Inconsistencies between “industrial” IT solu-
tions and on-the-ground realities

» A need for national ownership

Public Health and Developing Nations:
The Potential of eHealth

The rapid expansion of eHealth interventions
in developing countries offers the public-
health sector many improvements and effi-
ciencies. eHealth projects, focusing both on
medical and public health practice, have
introduced new methods of expanding con-
nectivity; brought breakthrough technology
tools and devices; facilitated provider educa-
tion and consultation; and built applications
designed to meet the needs of specific dis-
ease or practice data collection and analysis.
Two examples of public health informatics
breakthroughs are in the areas of lab and
pharmaceutical data.
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Laboratory Information Management
Systems (LIMS)

A well-designed health management informa-
tion system, constituting reliable, accurate and
timely availability of data, is widely recognized
as a cornerstone of a good public health sys-
tem. A laboratory information management
system, developed as part of a national health
management information system (HMIS) in a
public health setting, can support a variety of
programs and functions, including epidemiol-
ogy surveillance and monitoring; outcomes
assessment; administrative activities (e.g.,
billing and utilization); program planning and
evaluation; quality assurance; policy analysis;
research; and information dissemination.’

Increasingly, many nations are adopting inte-
grated disease surveillance and reporting
processes to improve public health out-
comes. Through computerized data entry and
the access and retrieval of reliable laboratory
data, LIMS addresses important issues inher-
ent in the laboratory, including sample track-
ing; quality-assurance activities; automated
interfaces for laboratory equipment; the
acquisition of specimens; the creation of
work lists and test scheduling; the generation
of aggregate reports; and the automated

delivery of patient reports.

The implementation of laboratory-information
systems in developed countries first occurred
in the clinical-laboratory environment. Public
health laboratories either developed their
own non-standard systems using in-house IT
staff, or purchased proprietary products that
were oriented toward the clinical laboratory
and then customized for public health needs.
Both approaches had advantages and disad-
vantages, but increasingly, the need for infor-
mation systems in public health laboratories
has resulted in the availability of more propri-
etary products. Currently, the situation for
international laboratories in resource-limited
settings is similar. Laboratories are faced with
developing their own systems using tools
such as Microsoft Access databases or Epi-
Info—but often without attention to standards
for vocabulary and messaging.

Some laboratories are working with vendors
whose primary product is focused on the clin-
ical laboratory and modified to address public
health laboratory needs. An open-source
product used by six Association of Public
Health Laboratories (APHL) member state
labs is also under consideration in Vietnam
and Kenya and may provide alternatives to
in-house development or vendor-supported
software using open-source approaches.
Developing a reliable LIMS is certainly a com-
plex undertaking. When implemented utiliz-
ing best informatics practices, however, the
system can yield valuable and timely results
for public health action.

The Health Metrics Network (HMN)? has been
established to help countries develop the
capacity and expertise for collection and
analysis of health information. HMN, along
with its partners, has developed objectives
that will have an impact on the implementa-
tion of LIMS in resource-limited countries.
Those objectives include the following:

» Creating a harmonized framework for
country HIS development (the HMIN
Framework) that describes standards for
health information systems

» Strengthening country HIS by providing tech-
nical and catalytic financial support to apply
the HMIN framework



» Ensuring access to and the use of information
by local, regional and global constituencies

The work of HMN and its partners will bring
uniformity and a common framework that
sets standards for health information systems
and laboratory information systems and will
be an important component of a country’s
collective data systems.

Pharmaceutical Systems and Informatics

Without efforts to ensure that public health
decision makers have accurate and timely
pharmaceutical management information,
there is a risk that significant resources could
be wasted, poor-quality products could

cause harm, and suboptimal use of medicines
could adversely affect patient outcomes.
Pharmaceutical systems informatics or
efforts to understand and promote the effec-
tive organization, analysis, management and
use of information in the pharmaceutical
sector is providing important new avenues

of innovation to address these challenges.
Pharmaceutical systems informatics sits at
the intersection of data, science, and technol-
ogy and includes the basic functions of the
pharmaceutical management framework,
such as selection, procurement, distribution
and use.

Catherine Omaswa,
Chairperson, National
eHealth Committee, Uganda

“ICT is important for
disease surveillance.

We [in Uganda] are one
of those who had ebola.
It was good that mobile

phones had already spread

Medicines are an essential component of

health care systems in developing countries,
. . throughout the country
accounting for one-third or more of a govern-

ment'’s health services budget. Itis common _within a short amount

for 20 to 50 percent of the recurrent govern-
ment health budget in developing countries of time, it was possible

to be used to procure drugs.® The potential

for medicines, including both drugs and vac- to reach the Minister

cines, to improve the health of those in devel-

of Health, get a team

oping countries is widely acknowledged. For
example, medicines are among the most together and get action.”
important health interventions, their promi-
nence illustrated by their rating by the Dis-
ease Control Priorities Project—an ongoing
effort to produce evidence-based analysis
and resource materials to inform health poli-
cymaking in developing countries—as some
of the “best buys” in health. Medicines are
used to vaccinate children; to prevent and
treat childhood pneumonia, diarrhea and
malaria; to attack the spread of HIV; and to

treat tuberculosis patients.*

With the proclamation of the United Nations
Millennium Development goals and the
implementation of multinational programs
such as the Global Fund to Fight AIDS,
Tuberculosis and Malaria, both public and pri-
vate donors to developing countries are mak-
ing a new, concerted effort to improve access
to medicines.
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Like other parts of the world, developing
countries need essential, quality-assured med-

ications to be available continuously and dis-
tributed in a timely manner to those who
require them. Stakeholders at every level need
information to make decisions that affect the
overall functioning of medication systems.

For example, a good pharmaceutical manage-
ment information system should alert staff to
problems and trigger critical actions on multi-
ple levels—whether the problem is related to
the supply chain or to patients’ use of prescrip-
tion drugs. Medication systems informatics
could greatly benefit the following areas:

» Prescribing. Clinical decision support to
facilitate evidence-based, rational and cost-
effective prescribing

» Dispensing. Interpretation, translation and
verification of medication orders, including
informatics and technology in dispensing

» Pharmaceutical care. Chronic disease
monitoring, assuring that patients adhere
to their medications and that medication is
persistent®

» Administration. Information flow and deci-
sion support with electronic medication
administration and documentation

» Patient monitoring. Pharmacoepidemiology,
pharmacovigilance and pharmacoeconomics
to enhance patient outcomes performed on a
complete medication continuum

» Education. Promoting professional and
patient education suited to cultural norms

» Supply-chain management. Beginning with
procurement and proceeding to inventory
control, order management and point-of-
service delivery

» Monitoring and evaluation. Careful tracking
of program performance

Overall, medication systems informatics
enables more routine, systematic data collec-
tion and analysis, increased prevention of
adverse reactions to medicines and support for
scaling up treatment programs, which is partic-
ularly critical in resource-challenged regions
with high disease burdens and co-morbidity.

Revolutionizing Public Health
Informatics: Ingredients for Success

Public health informatics (PHI) is a rapidly
emerging field with many successes, but
additional initiative is required to expand the
PHI community and its initiatives, particularly
in the developing world. Public Health Infor-
matics conference participants recom-
mended the following critical steps to
achieve success in these efforts:

1. COLLECTIVE VISION=) Create a shared sense
of priorities for information and communication



technology (ICT) contributions. Adopt a broad
ecological approach to health, using a systems
view and framing the case for an integrated
national public health information capability or
for national health enterprise system architec-
ture. To create a collective vision, local access
to information tools and data is vital. This
approach requires understanding eHealth in
relationship to the needs of its primary users
(health care workers) as well as of its second-
ary users (public health officers).

2. ARCHITECTURE=>Define the preferred public
health information system architecture by
taking into account local, district/regional
and national needs. Include necessary com-
ponents, connections, players, stakeholders
and human resources at each of these levels.
This architecture will inform personal health
care, population-based services, and health
policy at all levels. It will also leverage the
most efficient ways to collect, organize and
share routine health information. Such archi-
tectures are needed to guide countries in
strengthening their own health systems and
to guide developers in providing effective
tools to help countries achieve this aim.

3. ARTICULATE IMPERATIVES FOR GLOBAL COOP-
ERATION=)|dentify the essential contributions
that can and should be made by global part-
ners in public health informatics organization.

4. REGIONAL HEALTH INFORMATICS
CENTERS=)Establish a Network of Regional
Centers in Health Informatics based in lead-
ing health universities located in resource-
constrained countries. Create a long-term
funded program plan for training, research
and development at these centers.

In the United States and other developed
countries, these centers bring together
researchers, developers, educators and
health practitioners to work on challenging
problems. Creating such centers at key health
universities in resource-constrained countries
would ensure that training and development
are contextually and culturally appropriate
and relevant to the needs and priorities of the
nations in question. Centers like these would
also provide a synergistic setting for faculty

(both from health schools and from comput-
ers science and information technology pro-
grams) to work collaboratively with ministries
of health, public health agencies, nongovern-
mental organizations (NGOs), WHO pro-
grams, foundations and the private sector.

Models for such health centers exist now or
are currently being developed. One is in Peru
at Cayetano University, which has a long-
standing relationship with the University of
Washington'’s division of biomedical and
health informatics training. A second is a
newly created Center for Public Health Infor-
matics at Mahidol University, in Bangkok,
Thailand. To build necessary synergies and to
test various approaches to center develop-
ment, five to seven geographically dispersed
regional centers should be the goal for initial
planning and development.

Conclusion

Public health informatics tools are enabling
practitioners, regardless of their location and
resource level, to obtain a more complete
picture of a population’s health and risk sta-
tus and gather information from disparate
sources. Advancing public health informatics
partnerships and centers of learning—and
putting informed and complete technology
tools in place— represents the next phase in
the public-health revolution.

Notes

1 Becker SJ, Blank EC, Martin R, Skeels M. Public Health
Laboratory Administration. In: Novick LF and Mays GP, eds.
Public Health Administration. Gaithersburg, MD: Aspen
Publishers; 2001: 623-645.

2 The Health Metric Network Framework 2nd Edition, January
2008. Available at: www.healthmetricsnetwork.org.

3 Falkenberg T, Tomson G. The World Bank and Pharmaceuti-
cals. Health Policy Plan. 2000 Mar; 15(1):52 8.

4 Disease Control Priorities Project. Available at:
www.dcp2.org.

5 Bisson GP et al. Pharmacy Refill Adherence Compared with
CD4 Count Changes for Monitoring HIV-Infected Adults on
Antiretroviral Therapy. PLoS Medicine. May 2008; Available
at: http://medicine.plosjournals.org/perlserv/?request=
get-documenté&doi=10.1371/journal.pmed.0050109.
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— eHealth Capacity Building

From Silos to Systems

Chapter 3

Capacity building is defined broadly by the United Nations Development Pro-
gramme (UNDP) as “the creation of an enabling environment with appropriate
policy and legal frameworks, institutional development, including community
participation, human resources development and strengthening of managerial
systems.”! There is a shortfall of 4.3 million health care workers worldwide.
And capacity needs are often felt more acutely in those countries that have the
greatest health disparities and that are less economically viable. Sub-Saharan
Africa and Southeast Asia are unduly affected, plagued by workforce develop-
ment issues, inadequate numbers of qualified health workers, the migration
and departure of skilled personnel, weak infrastructure and a lack of resources.

As health service capacity deficits widen, eHealth tools are increasingly employed to address
capacity shortfalls. These technologies provide electronic information and training links to rural
and underserved areas and robust clinical data for informed decision making.

The American Medical Informatics Association (AMIA), in conjunction with the International
Medical Informatics Association (IMIA), convened eHealth Capacity Building, part of the Rocke-
feller Foundation’s Making the eHealth Connection: Global Partnerships, Local Solutions Bella-
gio Center conference series. Participants focused on visionary solutions to boost the global
health workforce and informatics capacity in the developing world.

Informatics and Capacity Building: Key Issues

Informatics is a scientific field that draws upon the information sciences and related technol-
ogy to improve health care, biomedical and clinical research, education, management and pol-
icy. Global experts agree that significant capacity-building hurdles must be scaled in the
developing world and that informatics and eHealth can be utilized to support these efforts. In
taking action, however, key questions must also be addressed across nations and disciplines:

» What is the current health service capacity and workforce situation in developing countries?

> Who is the workforce? Are they frontline workers, nurses, laypersons, community health workers,
physicians, nurses, midwives, librarians or other individuals?

» Do any particular technologies—handheld devices, cell phones, computers with auxiliary memory
or the Internet—hold the key to a capacity leap? If so, what incentives can be employed to increase
the use of these technologies?




» What sectors need the highest level of capac-
ity-boosting aid?

» How can eHealth be integrated into degree-
granting public health programs and other
medical training opportunities?

» How should capacity-building opportunities
and collaborative partnerships be targeted
and prioritized in the developing world?

Informatics, eHealth and Capacity
Building: A New Vision

A new model for capacity building in the
developing world is emerging that leverages
informatics and eHealth. Key building blocks
for this new paradigm include the imaginative
use of beneficial technologies in resource-con-
strained environments, the involvement of
local health professionals in shaping workable
solutions and the inclusion of workforce devel-
opment imperatives into overarching strategic
plans and policies. Executing this vision
involves work by an international consortium
of eHealth informatics specialists who can 1)
support practice, education, training, policy
and research; and 2) educate governmental

and national leaders about the importance of
eHealth capacity and informatics.

A detailed road map for attaining this break-
through capacity-building vision, recom-
mended by eHealth Capacity Building
conference participants, follows (page 22).

1. Create an international network of eHealth

informatics practice, education, training, pol-

icy and research. Fervent pockets of eHealth

and informatics activity exist throughout both

the developed and the developing world, but

experts often do not engage in valuable dis-

course and skills-sharing that is needed to

harvest lessons and wisdom across experi-

ments. Strategically growing an eHealth infor-

matics network worldwide—but particularly

in the developing world—will advance both

thinking and practice. At the macro level,

conversations between donors and funders

about developing coordinated initiatives and

collaborative work are critical, as are innova-

tive avenues to create a resource bank of 21
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informatics experts who can be called upon.

Health care standards organizations are also




Paula Otero, MD,
Department of Medical
Informatics, Hospital
Italiano de Buenos Aires,
Argentina

“I would take the e

out of eHealth. eHealth

is just health.”
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key venues for networking, which can pro-
vide affordable standards access and invalu-
able participation in standards activities.

Centers of Excellence are important anchors
in international eHealth informatics networks.
A Center of Excellence is commonly known
as an exemplary academic program that pro-
motes innovative research, teaching and
learning practices that distinguish and estab-
lish it as a leader in its region and beyond.
Because of strategic location and/or the
absence of similar programs within a region,
Centers of Excellence are uniquely positioned
to be leaders in conducting nationally recog-
nized research and in forging partnerships
that serve community needs.

In relation to international eHealth informat-
ics networks, Centers of Excellence provide
avenues to develop formal and collaborative
plans for education, training and research.
This will create the next generation of leaders
who will spread informatics knowledge, skills
and values. In order to leverage these institu-
tions, efforts should be made to accomplish
the following:

> Identify existing informatics Centers of Excel-
lence and facilitate their development as cen-
tral resources for disseminating informatics
knowledge and skills

) Establish relationships among Centers of
Excellence and develop mechanisms for
North-South and South-South collaboration
and networking to share ideas and resources

» Develop additional infrastructure and boost
the capacity of regional Centers of Excellence
in informatics practice as well as applied infor-
matics research

An international network of eHealth informat-
ics can also be helpful in training. Network par-
ticipants can work to develop core informatics
success profiles for use in training, in seeding
mentored projects, and in building local capac-
ity as rapidly as possible. This includes identify-
ing people in resource-poor countries who can
provide mentoring and basic education in
informatics; expert consultation that enables
decision makers to make wise policy choices;
and acquisition of informatics tools.

Collective networking and group thinking
about impact measurement is also an advan-
tage of a global eHealth informatics practice
networks. Together, experts can develop and
share ways to measure eHealth readiness and
impact, using these measures for research in
conjunction with implementation projects.



2. Educate government leaders about the
importance of eHealth capacity and informat-
ics to national health and economic develop-
ment goals, cultivating and sustaining
support for eHealth capacity and informatics
activities. To succeed, eHealth capacity and
informatics efforts must be a key national
consideration in an atmosphere of competing
economic, political and policy priorities. In
achieving this, advocates must inform and
teach government leaders about the impor-
tance of eHealth strategies in reaching
national and regional health and economic
development goals, while highlighting the
overriding value of a trained, well-educated
eHealth workforce that builds on what
already exists. Political influence to secure
eHealth support must be developed in
national budgets. There must also be a grass-
roots advocacy strategy to make the eHealth
capacity and informatics case to key stake-
holders, politicians, rainmakers and senior
health care professionals.

Champions must be cultivated at all levels in
a country to support wise policy and strategic
decisions. Effective strategies and policies
should also be shared across national bor-
ders, so that those who have not yet formu-
lated policies and strategies can benefit from
the building blocks developed in neighboring
countries. Business and industry must play a
vital role in cultivating and sustaining high-
level government support for eHealth capac-
ity and informatics activities.

3. Develop a blueprint for initiating and exe-
cuting activities in resource poor countries
to rapidly create eHealth initiatives. Clear yet
flexible blueprints for individual countries
and for global priorities should be developed
to jump-start eHealth, capacity, and informat-
ics activity. Health care professionals should
be actively engaged in the blueprint process.
Blueprints should emphasize demonstrated,
scalable solutions and the provision of work-
ing tools from which people can derive
benefit quickly. Rapid dissemination of les-
sons learned in other projects and countries,
while being sensitive to local needs, values,
and personalities, must also be a priority.

Any eHealth, capacity and informatics blue-
print should integrate with and add value

to current programs directed toward eradicat-
ing disease.

Conclusion

The role of eHealth and informatics in address-
ing serious shortages of qualified health
service professionals and in building health
system capacity cannot be underestimated.
An explicit focus on health informatics and
eHealth capacity building is critical for improv-
ing health service quality and efficiency.
Proper training and leveraging of lessons
learned by an international eHealth informat-
ics network and the creation of Centers of
Excellence that are linked around the globe
will immeasurably advance health care prac-
tice, education, training, policy and research.

Notes

1 United Nations Development Programme. Available at:
http://www.undp.org/

Egondu Onyejekwe,
PhD, Founder and CEO,
EARTHMAP Foundation
for African HIV/AIDS,
Federal University of
Technology, Nigeria

“I envision a day and
time in Africa when time
and space are irrelevant—
when it is possible to
deliver health services
without silos and address
a population exploding

at a faster rate than the

institutions that are set

up to take care of them.”




Access to Information and Health:
ICT's Transformative Impact

From Silos to Systems

Chapter 4

Information and communication technologies (ICT) combined with wireless
and mobile devices, are strengthening the production, dissemination and
global use of health information. The increasing capacity of information pro-
ducers, intermediaries and users is triggering the explosive growth of easily
accessible information. However, to take advantage of opportunities created by
these technologies, it is imperative to overcome important inequities in access.
Referred to as the digital divide, access inequalities dampen the power of open
knowledge exchange and thwart improvements in health, health systems and
health care, particularly in developing countries.

Key barriers inhibiting equitable health care information access, particularly in developing
countries, include connectivity, language, copyright, economics, visibility, technological literacy,
and culture (the need for information to be culturally acceptable and relevant within different
settings and domains)."

BIREME, the Latin American and Caribbean Center on Health Sciences Information, convened
Access to Information and ICT, part of the Rockefeller Foundation’s Making the eHealth
Connection: Global Partnerships, Local Solutions Bellagio Center conference series. Partici-
pants identified catalytic ingredients for the establishment of equitable national and interna-
tional policy. They also identified new strategies for promoting the inclusion of developing
countries in global information flows.

Access to Information and Knowledge Sharing: Key Issues and a New Paradigm

As e-solutions to better and more equitable knowledge sharing are identified, key questions are
emerging. These include:

» How can information access inequalities best be addressed? Does this require focused priority set-
ting or a multipronged strategy?

» How can open-access information resources be more optimally leveraged and promoted?
» What strategies result in quality and consistency when it comes to online health information?

» How can flexible, user-focused, access models and tools be developed that incorporate unique
national, local and cultural needs?



To address these and other challenges to
enhancing eHealth, Access to Information
and ICT conference participants agreed that a
new environment is needed. Such an environ-
ment should enable producers, intermediaries
and information users to develop and share
content, methods and technologies for the
global public good. The essential ingredients
of such an environment include the following:

» Open-access tools

» Collaborative and social network-based
approaches to information and knowledge
sharing

» The development of greater national capacity,
with recognition of culture and context

» Integration with primary health care activities

» Interoperability through the use of the most
appropriate standards, methodologies and
technologies

This enabling environment must encourage
cooperative development and operation glob-
ally, increasing health information use and
promoting actionable knowledge. To do so, it
must include these elements:

1. OPEN-ACCESS INFORMATION AND KNOWLEDGE
TooLs=>Online information knowledge
sources and tools developed and adapted by
eHealth should be openly accessible and inter-

operable in order to fully achieve the objectives

of improving health. The mass digitization of
information brought on by digital technologies
has been accompanied by an expansion in
intellectual property rights, such as copyrights,
patents and trademarks.? This expansion
makes it difficult and complex to fulfill the ideal
of equitable access to information and knowl-
edge. However, the growth of the open-access
movement is managing this trend, helping to
create a freer environment for innovation in
health. Open access is defined as “free avail-
ability on the public Internet, permitting any
users to read, download, copy, distribute, print,
search or link to the full texts of these articles,
crawl them for indexing, pass them as data to
software, or use them for any other lawful pur-
pose, without financial, legal, or technical barri-
ers other than those inseparable from gaining
access to the Internet itself.”

An open-access article, which is available to
anyone with an Internet connection, is highly
visible because Web search engines index
open-access repositories and journals.*
Open-access articles are therefore more likely
to be read and cited than articles in subscrip-
tion-based journals that come with costs
attached to them. This is particularly impor-
tant for developing countries, whose scien-
tific production faces barriers in becoming
visible and accessible in the classic main-
stream indexes.
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Several initiatives in the developed world pro-
mote open access in the health-sciences
domain, including the Biomed Central Public
Library of Science and PubMed Central, which
is spearheaded by the U.S. National Institutes
of Health. Developing countries have also put
into practice initiatives that promote open
access. For more than a decade, in Latin
America and the Caribbean, the Latin Ameri-
can and Caribbean Center on Health Sciences
Information (BIREME) has been developing
the Virtual Health Library (VHL), which
includes several networks based on open
access. A prominent effort in this regard is the
Scientific Electronic Library on Line (SciELO)
which enables developing countries to have
free, full text access to scientific journals.
Another important initiative promoted by the
World Health Organization (WHO) in coopera-
tion with private publishers is the HINARI
(Health InterNetwork Access to Research Ini-
tiative) program, which provides free, or very
low cost, online access to major biomedical lit-
erature related to local, not-for-profit institu-
tions in developing countries. Nations entitled
to free access to HINARI are those with a GNI
per capita below US $1250 (World Bank fig-
ures). Institutions in countries with GNI per
capita between US $1250 and US $3500 pay
afee of US $1000 per year per institution.

2. COLLABORATIVE AND SOCIAL-NETWORK
APPROACHES TO INFORMATION AND KNOWL-
EDGE SHARING=) Traditionally, the processes
of production, dissemination and utilization of
information and knowledge were developed
separately, in different locations, by diverse
agents and institutions. A transition to a pro-
posed social network-based enabling environ-
ment with intensive utilization of ICTs is
recommended. This would:

» Allow a more effective integration of these
processes

» Promote the establishment of flexible cooper-
ative networks among producers, intermedi-
aries and users of information and knowledge

The impact on health of collaborative spaces
and online communities of practice is
markedly changing the face of knowledge

dissemination and ICT-enabled communica-
tion.® Knowledge is not static, but is a living
entity that is continually being refined, revised
and supplemented, requiring open access
and social interaction. Social intelligence and
collaborative spaces play a critical role in pro-
moting knowledge exchange and knowledge
building, helping to develop and implement
culturally sensitive and contextually appropri-
ate health interventions. To move beyond
stovepipe approaches to global health
improvement will require a plurality of solu-
tions in meaningful contexts, a weaving of
the empirical with the experiential, an integra-
tion of the vertical with the horizontal and
vested community participation.

Among good examples of collaborative spaces
and communities of practice for knowledge
networking and exchange is the Global Alliance
for Nursing and Midwifery Community of Prac-
tice (GANM), which includes more than 1,500
nurses, midwives, birth attendants and others
from 132 different countries.® Healthcare Infor-
mation For All (HIFA), administered by the
Global Healthcare Information Network based
in the United Kingdom, is another case in point.
HIFA's goal is to ensure that by the year 2015,
every person in the world will have access to an
informed health service provider and that “peo-
ple will no longer be dying for lack of knowl-
edge.”” Online Web conferences and meetings
are also becoming a practical solution to bring
people together online regardless of their geo-
graphic locations. Some solutions such as Ellu-
minate Live!™ Web conferencing software have
been used successfully even in contexts with
limited connectivity.

Each of these collaborative spaces has had
significant impact on knowledge dissemina-
tion in the health realm.

3. DEVELOPMENT OF NATIONAL CAPACITIES=
The complexity and diversity of health prob-
lems in the developing world require a myriad
of solutions. These challenges are local and
context specific, strongly related to social
determinants, such as economic and cultural
factors, living and working conditions and
individual behaviors.



A one-way importation of knowledge, fre-
quently from the developed world, will not
achieve the desired health improvements in
developing countries, since knowledge dis-
semination as a unidirectional process fails
to deal with diversity and disregards the
importance of cultural and societal context.
Altering the behavior of individuals, commu-
nities, and policy makers requires multi-direc-
tional considerations and involves flexibility
and compromise.

The need to find adequate solutions according
to local context requires developing countries
to strengthen national capabilities and insert
themselves in a conscious and sovereign way
in the global flow of information. It is impera-
tive that these nations become involved in
international cooperative networks to produce,
analyze and adapt this information to their spe-
cific needs. Access to health information, as a
social determinant of health, is a basic tenet of
national growth and development.

Instead of the unilateral transfer of knowl-
edge, international and multilateral agencies
should focus on technical cooperation activi-
ties in supporting national efforts to develop
these capacities.

4. INTEGRATION WITH PRIMARY HEALTH
CARE=Information and knowledge-sharing
initiatives that implement a social networked
enabling environment should be supported
by wide community participation, appropriate
technology and the integration of health pro-
motion, disease prevention and medical care.
Together with universal access, equity and
social justice, these are the basic principles of
primary health care (PHC), making PHC set-
tings, actors and activities an ideal environ-
ment for the development of these initiatives.

The proposed social network-based enabling
environment can help update the PHC strat-
egy by supporting the following:

» The production and dissemination of informa-
tion, knowledge and scientific evidence per-
taining to local historical, geographic and
cultural conditions

» Proactive participation by different segments of
society in defining public policies and in gener-
ating, adopting and using health innovations
through new forms of social organization such
as networks of professionals and commmunities

As eHealth grows in its reach and sophistica-
tion, the ability of these tools to support
health equity and to level the information and
knowledge playing field is limitless. If used
thoughtfully and in a context that recognizes
national, regional, educational, cultural and
other differences, knowledge sharing can
expand in the health care sector, improving
care through international cooperation.
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“Information is necessary
to make informed
decisions about health.
The importance of
technology to aggregate
information for the
patient is so important
for safety and efficiency.
This is not spending
money but investing
money [in technology]

to get a return in health

and efficiency.”
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Bellagio Center Declaration on Access
to Information and Knowledge Sharing

aking the eHealth Connection: Global Partnerships, Local Solutions, a

month-long conference series at the Rockefeller Foundation Bellagio Center
in Italy, in 2008, addressed key issues for advancing eHealth and improving health
in the developing world.

We, the participants of the conference on the theme of Access to Health Informa-
tion and Knowledge-Sharing, organized by the Caribbean, the Latin American and
Caribbean Center on Health Sciences Information (BIREME) with the support of
the Rockefeller Foundation, during the week of July 20 to 24, agreed to the follow-
ing summary report on the conclusions of the meeting.

Recognizing that:

1) Health information and knowledge are social determinants of health since
inequities in access to information and knowledge generate and/or increase
health inequities. This creates unjust, unnecessary and avoidable differences
in the health conditions of individuals and population groups.

2) Health information policies should be part of health policy in order to strengthen
the use of information, knowledge and evidence in decision making.

3) eHealth comprises health promotion, disease prevention and care to improve
health conditions and equity. Involving different stakeholders with different
interests and needs, this requires a plurality of solutions in meaningful contexts.

4) National and global research programs are essential to identify information
needs, to recognize barriers to the access, translation and use of information
and to evaluate the impact of information and knowledge-sharing interven-
tions on health outcomes.

5) The implementation of global eHealth initiatives should be based on partner-
ships involving various national and international players.

6) eHealth must be used to overcome barriers to access and barriers to the use
of quality health information. It must also be used to facilitate the conver-
gence of initiatives, products and solutions.



7) Priority should be given to settings where the production of information and
knowledge is weak, and where access to it is limited.

8) The information and knowledge sources and tools developed and adapted by
eHealth should be openly accessible and interoperable via adequate methods
and technologies.

9) Information and knowledge sharing should be implemented through commu-
nity participation, appropriate technology and the integration of promotion,
prevention and care as a primary health care approach.

10) Human resource capabilities should be expanded to incorporate skills for
health information and knowledge management and sharing that meet the
needs of different users, applying appropriate standards, methods and tech-
nologies.

We commit ourselves to mobilizing efforts and resources toward the creation of
an environment that will serve the global public good and that will enable produc-
ers, intermediaries and users to develop and share content, methods and tech-
nologies. This new environment will increase the use of health information and
promote knowledge sharing with a focus on international cooperation for the
development of health-information infrastructure and human resources.

We call for the creation of a task force with representatives from key stakehold-
ers and donors. This task force should establish a plan of action for the implemen-

tation of this health information and knowledge sharing.

We urge national and international organizations, funding agencies, the private
sector, governments and institutions to become our partners in this endeavor.

24 July 2008
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mHealth and the Future of Medicine

From Silos to Systems

Chapter 5

Mobile electronic health tools such as cell phones and telemedicine technolo-
gies are rapidly transforming the face and context of health service delivery
around the world. Currently, there are more than 3.5 billion mobile phones in
use across the globe—a figure that is set to double in the next decade. At the
same time, telemedicine’s role in clinical care, education, research and training
in the health sector continues to grow from continent to continent.

Mobile phone use, in particular, is exploding across the developing world, offering the opportu-
nity to leapfrog other applications and services on both the health and technology fronts. As
United Nations Foundation President Timothy E. Wirth emphasizes, the power of these tech-
nologies to improve health and the human condition cannot be underestimated: “Modern
telecommunications, and the creative use of it, has the power to change lives and help...solve
some of the world’s biggest challenges.”

Mobile health information technology (mHealth) typically refers to portable devices with the
capability to create, store, retrieve and transmit data in real time to improve patient safety and
the quality of care. The flow of mobile health information is characterized by portable hardware
coupled with software applications and patient data that travels across wireless networks.
Data transmission is realized by technologies common in everyday life, including Bluetooth,
cell phone, infra-red, WiFi, and wired technologies, all of which operate as part of a network.
mHealth deployment is diverse. A clinician can use a mobile device to access a patient’s elec-
tronic health record (EHR), write and transmit prescriptions to a pharmacy, interact with patient
treatment plans, communicate public health data, order diagnostic tests, review labs, or access
medical references, for example.

The United Nations Foundation, the Vodafone Group Foundation, and the Telemedicine Society
of India jointly convened mHealth and Mobile Telemedicine, part of the Rockefeller Foundation
Making the eHealth Connection: Global Partnerships, Local Solutions Bellagio Center conference

series. Participants focused on methods for harnessing the spread of mobile technology and its
power to transform health and information exchange.

mHealth and Mobile Telemedicine: Key Issues

Experts predict that the impact of mHealth is likely to be more far-reaching than other develop-
ments, such as nanomedicine and genetic therapy, as it will create an urgent need to review
the way health care is financed and as it will blur the boundaries between professional medical



help and so-called “do-it-yourself” medicine.
Key issues as mHealth moves forward, partic-
ularly in developing world settings, include
the following:

» mHealth markets and scaling

» Imperatives for national-level health data
collection processes through mobile devices

» Exploring critical success factors and incen-
tives for local implementations

» Given mHealth's rapid progression, the
immediate seeding of a multi-sector partner-
ship dedicated to designing, funding and
advancing mobile service projects

Also at play are these issues:

1. INFORMATION ACCESS AND USE=>The
management of information emerges as an
important challenge. Key to the successful
implementation of mHealth is the availability
of the right information at the right place,

at the right time and in the correct form.
Medical practitioners and patients must be
free to roam and to utilize different access
devices (in terms of both communication

characteristics and display and processing
capabilities). New challenges will arise, how-
ever, regarding the secure and reliable deliv-
ery of information from a variety of sources
and in a multitude of formats (from plain
messages to multimedia content). Critical to
the successful handling of supporting infor-
mation are monitoring devices, health care
databases, communication networks and
access devices.

2. COMMUNICATION NETWORK SOPHISTICA-
TION=)>The variety and complexity of mHealth
application scenarios calls for the combined
use of wireless technologies (both short- and
wide- range), wired communication back-
bones and the Internet in a seamless, secure
and reliable way. The employed wireless
technologies include Bluetooth, wLAN, WiFi,
GSM/GPRS, UMTS and satellite communi-
cations (VSAT, DVB-RCS). The difficulty of
achieving operational compatibility between
the telecommunication services, terminals

and devices continues to be a challenge for 3]
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mHealth applications.
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Although high-speed digital communication

infrastructures are gradually gaining ground,
it is often the case that the regions that would
benefit the most from electronically delivered
health care are underserved in terms
telecommunication capabilities. High-speed
communication networks are still far from
being a reality in many remote rural areas in
developing countries. This limits the options
for telemedicine, as many services can only
function well under specific conditions
related to communication capabilities. Many
telehealth applications rely on high-speed
broadband IP networks to deliver high-quality,
timely and converged voice, video and data.

3. ACCESS LIMITATIONS=> mHealth employs a
multitude of both wired and wireless-access
devices, e.g. portable PCs, cellular phones
and personal digital assistants (PDAs). Each
one of these appliances has its own limita-
tions, in screen size, processor power, mem-
ory, bandwidth and battery life. The service
capabilities of each device vary depending on
these characteristics.

Clinicians should be particularly aware of the
access limitations of the devices employed,
what amount of information they can provide
and how well they can display it. Screen size
and digital imaging technologies are particu-
larly important in some highly visual telemedi-
cine applications, such as tele-radiology,
tele-dermatology and tele-pathology. Fortu-
nately, technologies currently available pro-
vide excellent pixel density and resolution
with a high rate of diagnostic agreement
between digital and real images, as demon-
strated in the scientific literature.

4. UNIFYING INFORMATION SOURCES=)|deally,
the entire medical profile of a patient (med-
ical history, results of laboratory tests, etc.)
should be retrievable at the point of care at
the touch of a button. Yet, the decentralized
multi-actor nature of health care and the wide
distribution of relevant data sources have pro-
duced a patchwork, in terms of content and
database implementation, that makes access
to and retrieval of data from repositories a
real challenge. Consequently, new mobile
health applications must focus on the integra-
tion and exploitation of heterogeneous scien-
tific information databases in a seamless way.
This will enable the storage, updating, search
and retrieval of useful information.

mHealth and the Transformation of
Health Service Delivery

Telecommunications growth in developing
countries over the past five years has been
tremendous. In 1998, India and China had
less than 1 million and 25 million mobile
subscribers, respectively. By early 2008,
both countries were adding 8 to 10 million
subscribers per month. This outpaces the
United States, where growth is around 1.6
million subscribers per month, and Japan,
where the corresponding figure is less than
1 million. In fact, the majority of mobile-sub-
scriber growth over the next 10 years will
come from the developing world. In 1998,
developed nations accounted for more

than 76 percent of mobile subscribers world-
wide By 2018, only 19 percent of mobile
subscribers are expected to come from
developed nations.

One of the most important areas that mobile
technologies are primed to affect in both
developing and developed countries is health
care. Mobile technologies do two things well:
compress time and distance. Thus, they con-
nect, enable, and empower participants in the
health care ecosystem to reduce costs and
errors while increasing productivity, access,
and efficiency. mHealth and Mobile Telemedi-
cine conference participants concluded that
mobility and mHealth will affect health care
delivery in the following critical areas:



1. GLOBALIZATION OF HEALTH SERVICE
DELIVERY=)In an interconnected world, health
service delivery will be much more decentral-
ized and much more widely distributed. The
local clinic might be responsible for monitor-
ing vital signs, but the analysis and prognosis
might come from a physician thousands of
miles away. You might be lying on a bed in
Kuala Lumpur, but your surgeon could be in
Stockholm on video conference with experts
from Cambridge and Chennai. Real-time
translation capability would mean language
will not be an issue in the future.

2. REMOTE CARE AND MONITORING=) Given the
cost of access and administration, there will be
significant investment in sensor technology
near or on the patient. There will also be signifi-
cant funding of the communication infrastruc-
ture that connects both medical data from
sensors and the patient to physicians and their
staff. For example, the German firm Biotronic
has developed a phone that communicates
with a pacemaker using close-range radio fre-
quency and then transmits data over a cellular
network to the physician in real time."**
Remote care will revolutionize how expertise
and drugs are delivered in rural parts of the
world. They will also decrease the cost of
equipment and care.

3. ALERTING=) The mHealth solutions that will
be most replicable will be those that are both
straightforward and ubiquitous. A simple
alerting capability can help reduce costs and
increase efficiency in every country. From
reducing the number of missed appointments
and missed medications through proactive
patient monitoring* to alerting end-users in
the case of an epidemic or an emergency,
messaging and alerting technologies will
remain an integrated part of the health care
system for years to come.

4. EARLY DISEASE DETECTION=>There is plenty
of research to show that if a disease is
detected and treated early, costs and morbid-
ity rates are greatly reduced. If the impact of
the therapy can be monitored in real time and
adjusted as needed, markers in the human
bloodstream can allow physicians to follow

the disease and transform medical prognoses
into more evidence- and performance-based
treatments.

5. DATA COLLECTION AND RECORD MAINTE-
NANCE=>Current health care interactions
often require that patients fill out countless
forms and other paperwork. By automating
data collection for patient trials or monitoring
and digitizing the medical records for further
processing, significant cost savings can be
realized. Enormous computing power and
Gbps (Gigabits/second) network connections
would mean data can be collected, analyzed,
and understood in real time from almost any-
where on the planet.

6. WELLNESS AND INFORMATION AWARENESS=>
We now have the potential for instantaneous
access to information and the capacity to use
devices to monitor and record vital signs at
the touch of a button. This ease of use can
increase the desire of individuals to stay fit
and healthy as well as improve preventative
regimens. In addition, the ability to network
with friends, family and patients with similar
experiences will help create a better environ-
ment for sharing information.

7. GUIDANCE IN EMERGENCY RESPONSE=)The
effectiveness of medical responses to emer-
gencies is determined by speed and by the
level of clear communication. By coordinating
with application platforms and operators, com-
mand centers can issue very specific guidance,
informing end users about what to do, which
route to take, how to contact authorities, and,
based on real-time modeling, what to expectin
the next few minutes or hours.

8. PREVENTING PHARMACEUTICAL COUNTER-
FEITING AND THEFT=>A major challenge,
especially in developing countries, is that
medications are essentially a form of cur-
rency for criminals. Sensors (monitored
remotely) placed on drug shipments can help
ensure that a medication reaches its intended
destination without tampering. Sensors can
also help maintain or monitor the environ-
mental conditions necessary for certain drugs
to be effective.

Karl Brown, MIA,

Associate Director,

Applied Technology,

Rockefeller Foundation,

United States

“The potential for devel-
oping countries to become
centers of innovation for
eHealth is exciting. They
don’t have to contend
with all the legacy issues,
can start with best prac-
tices and there is such
energy and talent devoted

to this problem. I think

the sky is the limit as far

as what the potential out-

comes will be.”
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9. MODELING AND PREDICTING DISASTERS=)
Significant effort must be put into modeling
and predicting emergencies, from disease
epidemics to terrorist attacks to wildfires to
earthquakes. How will an evacuation plan be
directed? How wiill affected citizens be
informed? What if the sensor networks fail?
And how will modeled data be fed into a real-
time emergency response system?

mHealth in Practice: Indonesia’s
Mobile Telemedicine System

The United Nations Development Programme
has endowed a new mobile-health initiative in
Sukabumi, Western Java, in Indonesia. It is
run by the Institute Teknologi Bandung, the
Health and Medical Bureau, district authori-
ties, three hospitals and 71 community health
centers. The system utilized in this project
employs existing Internet communication
equipment and has been operating with the
primary objectives of telediagnosis, remote
consultation and the collection and recording
of patient information. Medical instruments

are installed and used depending on the dif-
fering needs of various locations and situa-
tions. In addition, the patient information
system records the name of the disease and
the findings of the physician, the diagnostic
tests used to measure the grade of illness, the
results of these tests and the type and
method of treatment.

The system can also record information such
as the patient’s address, occupation, marital
status and age. In the hospital or doctor’s
office, data sent in various formats can now be
processed collectively. Data exchange can be
performed via both pocket radio GSM/CDMA
cellular phones and fixed-line telephones. The
exchange of information can occur with dedi-
cated software based on the Transmission
Control Protocol/Internet Protocol (the basic
communication language of the Internet), and
the means of communication can be adapted
to the local infrastructure.

This ongoing pilot project has allowed people
in rural areas and other locales far from hospi-




tals to receive periodic medical examinations
using cellular phones. Furthermore, the staff
of small hospitals can now receive critical
information formerly available only in larger
medical settings, such as specialists’ diag-
noses of rare diseases or advice about the
treatment of advanced illnesses.

Conclusion

mHealth holds great promise for better public
health and medicine in both the developed
and developing worlds. There is a rapidly
growing mhealth eco-system, but moving
from proof of concept demonstrations to
effective deployment of these technologies
requires overcoming a series of challenges.
The conclusion of the mHealth week at Bella-
gio was to establish an “mHealth Alliance,”
which was announced in February, 2009, at
the Mobile World Congress. The purpose of
the Alliance is to foster mHealth, build part-
nerships, undertake advanced trials, and
advocate for appropriate public policies. Its
mission is to help drive mHealth to sustain-
able scale at the farthest reaches of wireless
networks. The Rockefeller Foundation, the
United Nations Foundation, Vodafone Foun-
dation, and the U.S. President’s Emergency
Plan for AIDS Relief (PEPFAR) are the found-
ing donors. The Alliance is rapidly attracting
support from a wide variety of quarters as it
begins to implement its strategic focus on
both information and implementation.

Notes

1

The Emerging Personal Health Information Network, Inside
Edge, September 2007, Volume 13, Number 8.

We will also see health care-specialized devices with wire-
less connectivity like the ones from CardioNet, a United
States-based company.

Many phones already have biometric sensors for authentica-
tion. We will be using these same sensors and additional
ones to monitor vital signs and transmit them. Some of the
innovative concepts being worked on are measuring heart
rate with a cell phone and using the measurement for
authentication for other purposes like banking and payments.
Pharma companies are likely to use bar codes and NFC
(near-field communications) to provide more information on
labels and drugs so users can just scan the labels from their
cell phones and get relevant information or instructions.

Research shows that poor adherence leads to increased drug
resistance. For example, if a patient with tuberculosis takes
treatment once a week rather than the prescribed regimen of
twice a week for the duration of the treatment, the risk of a
positive culture at 12 months is five times greater. Source:
The Role of Mobile Phones in increasing Accessibility and
Efficiency in Healthcare, The Vodafone Policy Paper Series,
Number 4, March 20086.

Anand Narasimham, PhD,
Co-Founder and Chief
Technology Officer,
Voxiva, Inc., United States

“All over Africa and
Asia, countries started
putting in networks with
high-density coverage

for voice and data. The
tables have turned. The
developing world has

very advanced infrastruc-
ture for communications
whereas many parts of

the developed world

are playing catch-up.”
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The Promise of Electronic
Medical Records

From Silos to Systems

Chapter 6

Electronic medical records (EMRs) are increasingly deployed in countries across
the globe. They enable critical, real-time information services that empower
both patients and health care workers. Just a few years ago, the use of EMRs in
resource-poor, developing nations was experimental at best. Few organizations
believed that using EMRs was realistic in these regions and fewer still had
deployed such systems. Times are rapidly changing. Information technology is
more widely available in resource-poor areas, and it is allowing health advocates
to tackle difficult challenges such as managing HIV/AIDS and drug-resistant
tuberculosis. Successful EMR projects are now operating in such diverse locales
as Zambia, Peru, Haiti, Rwanda, Kenya and Malawi. Future expansion is pre-
dicted. The global market for electronic medical records is expected to grow an
astounding 23.8 percent by 2012, including EMR projects in both the devel-
oped and the developing world.

The Regenstrief Institute, Inc., and Partners In Health jointly convened The Promise of Elec-
tronic Medical Records: An Overview, part of the Rockefeller Foundation's Making the eHealth
Connection: Global Partnerships, Local Solutions Bellagio Center conference series. Participants
made recommendations for the broader use of EMRs in the developing world.

Electronic Medical Records: Key Issues

An electronic medical record is defined as a longitudinal collection of electronic health informa-
tion that provides immediate, authorized access to person- and population-level data to support
efficient health service delivery processes.'

While EMRs hold great promise, few studies have been conducted to measure the actual
impact of using them to improve the quality, access or affordability of health care, particularly
in developing countries. And much work remains to determine the right mix of ingredients for
a workable, culturally appropriate EMR. Other key questions also relate to electronic medical
record technologies used in developing countries. These are:

» What should be built into EMR systems (e.g., reports, patient summaries and analyses needed by
local teams)?

» What is the appropriate level for EMR systems to be deployed—national, district or clinic?



» What collaborative EMR approaches can
be used to improve data quality, collection
and tracking?

» How can EMRs be funded and what incentives
can increase their usage?

» How can EMR infrastructure, technical
support and capacity-building challenges
be overcome?

Open-Source EMRs and the
Developing World

Open-source environments enable computer
programming code for a technology to be
freely available for everyone to use and to
customize for their purposes. The intent is to
encourage the development of products that
are more understandable, modifiable, replica-
ble, reliable and accessible. Open-source soft-
ware allows interested individuals to produce
a new software version, share it with others,
and/or market it. Implementers use open-
source strategies because they can be cost
effective, adaptive in addressing local needs
and flexible in design, development and distri-
bution. They enable governments and com-
munities to play a central role in meeting the
demands of health care services.

The Open Medical Record System (Open-
MRS?®) is one example of how open-system
software principles and tools can be success-

fully deployed in challenging environments

such as Africa and South America. OpenMRS
is a multi-institution, nonprofit collaborative
led by the Regenstrief Institute, Inc., a world-
renowned leader in medical informatics
research, and Partners In Health, a Boston-
based philanthropic organization with a focus
on improving the lives of underprivileged peo-
ple worldwide through health service and
advocacy. These teams nurture a growing
global network of individuals and organiza-
tions all focused on creating medical records
systems and implementation networks that
enable system development and self-reliance
within resource-constrained environments.
OpenMRS has been implemented in several
African countries, including South Africa,
Kenya, Rwanda, Lesotho, Zimbabwe, Mozam-
bique, Uganda and Tanzania.

OpenMRS is an application that enables the
design of a customized medical records sys-
tem by those with no programming knowl-
edge. It provides a common framework to
build medical informatics efforts in developing
countries. OpenMRS is based on the principle
that information should be stored in a way
that makes it easy to summarize and analyze,
with minimal use of free text and maximum
use of coded information. At its core is a con-
cept dictionary that stores all diagnoses, tests,
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procedures and drugs—as well as general

questions and potential answers. OpenMRS is
designed to work in environments where
many client computers access the same
information on a server. It aims to provide
comprehensive information for programmers,
developers, medical records implementers
and users. When combined with standards
consensus, consistency, clinical mapping and
knowledge modeling, OpenMRS can achieve
positive health care outcomes. It is just one
example of EMRs successfully and efficiently
improving health in the developing world.

Migrating Towards a Robust,
Integrated EMR Framework:
Essential Ingredients

Progress toward broader deployment of inte-
grated, workable eHealth solutions in the
developing world requires many important
actions. These include creating an implementa-
tion toolkit; developing adaptable, interopera-
ble and scalable software; and fostering
communities to support local grassroots initia-
tives, while linking them to other projects and
organizations that can provide technical, finan-
cial and training support. A cradle-to-grave
approach supported by project tools is neces-
sary to achieve effective results.

Participants in the Electronic Medical Records
conference made recommendations for the
creation of a new toolkit that could support the
effective assessment, implementation and
ongoing support of electronic medical records.
Toolkit elements would be featured live on a
wiki-enabled Web site so that critiques and
modifications would be made and would be
visible online. Recommended tools include

the following:

1. POLITICAL=> Tools must address the political
climate of the environment so that key stake-
holders and motivators are clearly identified.
This includes assessing the regulatory envi-
ronment and governmental issues. Any legal
or political constraints need to be identified
up front.

2. ENVIRONMENTAL=)The physical environ-
ment is a key constraint in the deployment of
technology and could be a critical component
defining or limiting the sophistication of the
solution to be tapped. Assessments for tap-
ping and stabilizing energy or power sources
are essential, as is gauging the accessibility of
the community served. Other considerations,
such as temperature and humidity, may have
a major effect on the technical solution that
may be utilized.



3. SOCIAL=> Social tools assess human rela-
tions and associated dependencies including
required staff. The project owner, along with
everything else that is needed to successfully
run and manage the project, will be identified.
Readiness of the users is a key success factor.
The creation of a communications plan,
regardless of how rudimentary it might be, is
also essential to the success of a project roll-
out. The initiation of a training program is also
vital. Critical considerations include training,
staffing and planning tools that take turnover
into consideration.

Evidence in developed countries demon-
strates that involving potential EMR users
from the beginning is crucial for gaining
acceptance of the necessary changes. This
could be as simple as announcing the project
in the health care facilities as early as possi-
ble. It could be as involved as inviting future
users to be part of the system design and
implementation. By the time equipment and
software arrive at a health facility, future
users should already have at least some
knowledge of their benefits.

4. TECHNOLOGICAL=>An information strategy is
developed, followed by a needs assessment
to help map what features and work flow are

Aamir Khan, MD,
Executive Director,
Interactive Research and
Development, Pakistan

“One of the biggest
challenges we face for
patients with HIV/AIDS
or tuberculosis is
continued care over

long periods of time.
Prewviously, there were no
tools to monitor across
sites and multiple wisits.
But now, with open
source medical records,
we can bring all of this
information together in

a way we could not

have dreamed of before.
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needed. Required technology solutions
emerge once these activities are completed.
A tool to perform a gap analysis must then
be used, since customization of standard
solutions is usually required. Tools needed
for configuration, scaling, deployment and
implementation should be considered.

5. EVALUATION=>Donors require confirmation
and evidence that their investments are mak-
ing a difference. Therefore, implementers will
need tools to measure the baseline (at the
onset of the project) and the project’s progress
against that baseline. They will also need a
mechanism for reporting results. Evaluation
data, even if only from an exploratory assess-
ment, may also be crucial in winning from the
support of local staff. Capacity-building educa-
tion and training around evaluation methods is
also critical, as consistency in reporting is of
paramount importance.

6. PERCEIVED VALUE ASSESSMENTS=)> Assess-
ment tools measuring success objectives are
important for ongoing project viability. Unless
the users see value for the systems that have
been installed, they will not use them.

7. SUPPORT=)>Before, during and after the
systems are installed, support for the users
is required in the form of education and

training as well as technical support for
creating patches, fixing bugs, and releasing
new initiatives.

Seeding and Sustaining EMR Solutions:
Collaborative Action Networks

The most successful EMR projects prioritize a
direct, supportive working relationship with
developers, implementers and end users in
the countries where systems are deployed.
These community-based networks simultane-
ously meet the specific needs of end users
and aim to teach proficiency in software and
project approaches in order to encourage
self-maintenance.

The Health Information Systems Project
(HISP), based largely in Norway and South
Africa, has particular experience with such
efforts. HISP describes the evolution of “col-
laborative action networks” within its commu-
nity as the focal points of implementation
growth within a given country. The OpenMRS
community has also had success with such
networked approaches, and has built a robust
community of worldwide development
expertise. Instead of exerting a primarily top-
down approach to large-scale implementa-
tion, these efforts enable communities to

form around solving larger problems. A




Collaborative Action Network (CAN) such as
this could offer support for eHealth and EMRs
in the developing world. A CAN approach
acknowledges challenges in developing
environments. These include:

» Insufficient human capacity—both from an
expertise and an ownership perspective

> Mistrust within developing environments
about the motivations of individuals/
organizations who come in and deploy
systems from “outside;”

» A legacy of failed top-down technology
deployment attempts

WE-CAN (World eHealth Collaborative
Action Network)

EMR conference participants envisioned the
formation of a World eHealth Collaborative
Action Network (WE-CAN) to enable support
for ideas to flow both from the bottom up and
from the top down. CAN organizations can be
formed at many different levels and are self-
organizing around an idea, a work require-
ment or a system. CANs can interlink and/or
subsume one another. They embody the
concept of a community of communities.

Guidance and leadership for WE-CAN should
incorporate developing world country repre-
sentatives, existing or emerging collabora-
tions (project level CANs), industry leaders,
donors and others. The goal of WE-CAN
would be to create a global marketplace for
eHealth through collaboration, best practices
and standards-based interoperable systems.

What is needed to create and sustain the
WE-CAN initiative includes:

» Governance body: A board of directors or
secretariat to provide basic guidance and
support of the community.

» Online technologies: A series of technologies
(wikis, blogs, forums, mailing lists, etc.) that
allow communities to self organize.

) Face-to-face meetings: Opportunities for com-
munities to meet with one another are central
to community growth and coordination.

» Community mandate: The notion of WE-
CAN needs to be supported and understood

at the highest levels in order for it to succeed.
Therefore, educating decision makers will
be essential.

» Core support for CANs: As these self-forming
organizations are asked to serve greater func-
tions for the world, they will need resources
to properly scale their endeavors. They will
need appropriate management, financial
resources and mentorship opportunities.

» Reference implementations: In-country
demonstration projects or reference imple-
mentation of one or more EMR systems using
state-of-the-art techniques and principles will
help facilitate the application of current think-
ing and a harvesting of lessons learned. These
should be supported by in-country Centers of
Excellence.

Conclusion

Canadian eHealth pioneer Richard Alvarez
observed that “the last 12 months could be
dubbed the international year of electronic
health records, as electronic health informa-
tion systems have been identified as a critical
ingredient for reinvigorating health care in
country after country.”

The promise of electronic medical records in
the developing world is great. With coopera-
tion for the greater good, innovative collabo-
ration networks can abandon top-down
approaches in favor of workable, customized
solutions built on lessons learned. Confer-
ence participants noted an old African saying:
“l am who | am because of who we all are.”
Apply this principle to the promise of EMR
and the number and intensity of initiatives
will continue to grow.

Notes

1 U.S. Institute of Medicine, Patient Safety: Achieving A New
Standard of Care, November 2003.

2 Alvarez, R. Health Care Has to Move into the Hi-Tech Age.
Bull World Health Organ [online]. 2005; 83, 5: 323-323.

Sherrilynne Fuller, PhD,
School of Public Health
and Community Medicine,
University of Washington,
United States

“We are facing a
generation in the Global
North and South that is
increasingly comfortable
with mobile phones and
computers. We need to
bring those who are

‘born digital’ into the

equation now. They

absolutely need to be at

the table.”




“Glocal” eHealth Policy

From Silos to Systems

Chapter 7

eHealth is a now recognized as a key enabler for supporting health systems the
world over as they strive to deliver good health and wellness. Policy is a unify-
ing element in eHealth. Developed appropriately, it can help clear a path for
sound adoption of technological solutions and enable countries with similar
challenges to share resources and lessons learned across international borders.

eHealth policy is concerned with solutions that support capacity building and provide services
that improve health outcomes. Policy boundaries are defined by socio-economic, financial, cul-
tural and institutional conditions; by human and material resources; and by organizational and
managerial models. While health may be a domestic matter, the networked nature of eHealth
creates a new paradigm for it, as a global matter. Local and national development of eHealth
policy must occur in a global context, and vice versa—or from a “Glocal” perspective.

To advance dialogue and consensus in the global eHealth arena, the World Health Organization
convened National and Global eHealth Policy, part of the Rockefeller Foundation’s Making the
eHealth Connection: Global Partnerships, Local Solutions Bellagio Center conference series.
Participants were asked to form new ideas and frameworks that support the proliferation of
sound and sustainable eHealth policies in the developing world and internationally.

Glocal eHealth Policy: Key Issues

eHealth policy is a new and rapidly expanding field. Nearly 100 eHealth policy issues have
been identified to date. Yet progress in resolving these issues in developing countries and on
the international stage lags far behind. Achieving needed consensus on these issues and
advancing to the next stage of eHealth policy development requires answering some key ques-
tions:

What eHealth policy issues and gaps exist?
How can the full spectrum of eHealth policy issues, from local to global, be captured?
What eHealth policies already exist? Are they applicable in developing-world contexts?

Which global outcomes indicators can provide evidence and insight to guide policy development?

v Vv Vv v Vv

Which organizations should take the lead in eHealth policy development on the regional, national
and global level? How can cooperation between these bodies be encouraged?




eHealth Policy: Conquering the
New Digital Divide?

eHealth policy has been defined as “a set of
statements, directives, regulations, laws, and
judicial interpretations that direct and manage
the life cycle of eHealth.”" The idea of having
an eHealth policy is still relatively new, yet
more than half of the countries in the world
already have some form of eHealth policy,
strategic plan, road map or action plan, how-
ever basic or nascent. This number is expected
to rise above 85 percent within three years.
Early eHealth policy adopters include Australia,
Canada, China, Croatia, Denmark, Finland, Iran,
Malaysia, Malta, New Zealand, Russia, Singa-
pore, South Korea, Sweden, Taiwan, Tanzania,
Thailand, the United Kingdom, Vietham and
the United States.?

eHealth policies, strategies, and road maps
already drafted cover a wide range of issues,
but there is little commonality in what the poli-
cies aim to achieve. This is in part due to differ-
ent levels of maturity in the eHealth field, the
fact that issues that have already been
addressed in one nation may still be a goal to
be achieved in another, and different interpre-
tations of terms such as an electronic medical
record. Issues including standards, interoper-
ability and data security are often stated as
important components of eHealth policy, but
in reality, these issues are being dealt with at
an international level by other agencies and
are ever-changing as technology evolves.

In the developing world, eHealth expectations
and requirements are somewhat different.
The developed world looks to provide services
like eCards and grapples with how to reduce
the health care costs of an aging population
by introducing home care and keeping people
out of hospitals. Meanwhile, the developing
world is examining how to find ways of over-
coming extreme shortages of health care
workers and improve rural health care, while
at the same time improving or implementing
electronic health information systems. What
seems perfectly acceptable and correct in the
developed world, in terms of data quality and
patient confidentiality, may be major impedi-
ments in the developing world.

Attention needs to be directed toward inter-
jurisdictional policy issues that will enable
and facilitate patient mobility, data mobility
and sharing, both across international bor-
ders and regional boundaries within coun-
tries.® Developing countries already find
themselves disadvantaged in respect to
access to eHealth, human resource capacity
and economic capacity. They require assis-
tance with the creation of relevant policies
and strategies. They also need standards
appropriate to their socioeconomic condi-
tions and infrastructure. Crafted effectively,
eHealth policy will draw developing countries
into the fold and enable them to further
engage with the international community
and enjoy the benefits of global eHealth.

eHealth Policy Issues:
Emerging Consensus

Discussions between ministers of health and
technology on different continents are bring-
ing common eHealth policy issues to the sur-
face. A recent eHealth literature review also
brings fundamental eHealth policy points into
focus. It reveals that eHealth policy elements
of concern to countries around the globe fall
into nine categories:

NETWORKED CARE: Enhances the ability of
providers, departments, organizations and
jurisdictions to work in a coordinated environ-
ment to improve care of the population, by

Creating an enabling environment
Sharing information, knowledge and practice

>
>
» Making the transfer of information easier
» Making the transfer of information safer
>

Overcoming challenges for networked care

INTER-JURISDICTIONAL PRACTICE: Deals with
the transfer of information and the provision
of care between different jurisdictions, by

» Addressing professional portability

» Tackling challenges and discrepancies in
inter-jurisdictional practice

DIFFUSION OF eHEALTH ADDRESSING THE
DIGITAL DIVIDE: Supports the use of eHealth
among the neediest populations to improve
health services, by
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» Increasing penetration of services

» Developing “open” policies

INTEGRATION INTO EXISTING SYSTEMS: Enables
integration of eHealth projects and programs
with the regular services, by

» Achieving broader goals through integration
» Facilitating integration

» Identifying and involving the stakeholders

» Overcoming challenges with integration

HANDLING INNOVATION AT DIFFERENT LEVELS:
Grows the capability of institutions to imple-
ment eHealth successfully, by

» Assigning definitive roles

» Managing change brought by new technolo-
gies and ideas

» Assessing technologies

POLICY GOAL SETTING: Guides institutions in
defining policies for eHealth, by

» Making eHealth feasible
» Making policies flexible
» Providing effective governance

» Creating guidelines for different stakeholders

EVALUATION AND RESEARCH: Generates evi-
dence for adoption of eHealth, by

» Evaluating the impact of eHealth

» Assessing new technologies

INVESTMENT: Introduces business models for
eHealth adoption, by

» Using eHealth for commercialization pur-
poses: It is a natural phenomenon that many
institutions will use eHealth to increase their
clientele and thus grow their businesses.
Proper policies are needed to regulate these
efforts so that the elements of care and bene-
fit to the population are not lost.

» Engaging in public-private partnership: Realiz-
ing the kind of investments required in imple-
menting eHealth programs, it may be useful to
explore public-private partnership models for
eHealth. Clear policies and guidelines to imple-
ment such partnerships would be beneficial.

» Advertising cross-border sale of drugs: The
use of eHealth has encouraged inter-jurisdic-
tional provision of care, including the order
and sale of medicines. It is necessary for gov-
ernments to design policies that could regu-
late and guide the use of eHealth for such
purposes, and control malpractice and fraud.

ETHICAL ISSUES: Fosters the adoption of
eHealth, by

» Addressing consent for care in eHealth: Laws
differ in many areas on obtaining consent for
care before transferring patient information
online, or before arranging video-conferenc-
ing sessions. Clear policies to guide such con-
sent can benefit health care institutions and
providers.

» Dealing with liability issues (medical malprac-
tice liability): Policies regarding liability issues
are extremely important, especially in the
cases of inter-jurisdictional care.

» Figuring out medico-legal issues: Policies
regarding medico-legal issues in eHealth are
also crucial, and must be developed before
such programs are implemented.

» Affirming the patient’s right to access infor-
mation: Policies regarding a patient’s right to
access his or her own information is an impor-
tant matter for eHealth decision makers.

Moving Forward: Planning
for eHealth Policy Success

To address varied, complex and multi-jurisdic-
tional eHealth policy challenges, a five-step
framework was developed by National and
Global eHealth Policy conference participants to
push eHealth policy and better health forward:

1. GLOBAL eHEALTH CONVENTION=)>The goal

is to swiftly prepare a global legal and regula-
tory framework for eHealth, and to seek
intergovernmental endorsement of the con-
vention. The convention itself would establish
high-level, core eHealth principles that could
then be implemented in national legislation
and international resolutions. The World
Health Organization is seen as a principal
body to move this initiative forward. Interop-
erability and cross-border provision of med-
ical services are the critical areas of focus for
the convention.



2. eHEALTH POLICY TOOLKIT=» Conference par-
ticipants recognized an urgent need for an
eHealth toolkit that would offer relevant infor-
mation to ministries of health on policy issues,
such as standards and interoperability, data
stewardship, governance and institutional
responsibilities, finance and budget planning
and human health resource needs. This toolkit
should be in both paper and online form and
consistently updated.

3. eHEALTH EDUCATION=) There is a significant
lack of understanding in relation to eHealth.
Raising awareness among all stakeholders
about what eHealth is, and what it can do, is a
critical and urgent issue. Of equal importance
is consistency in the messaging. To address
this need, an integrated advocacy, communi-
cations and marketing plan should be estab-
lished that will make the case for eHealth.

4. NATIONAL eHEALTH COUNCILS=)>There is
great value to be gained from each country
having a resource that provides a broad per-
spective on eHealth with representation from
diverse stakeholders. This body could advise
or assist in eHealth policy development and
the provision of technical advice. It could also
help with implementation, evaluation and
monitoring. Conference participants agreed
that the formation of national eHealth coun-
cils was the most appropriate mechanism.
These could be national in scope for small
countries, sub-national for large countries, or
even linked through the creation of regional
clusters or the joining of established regional
entities. Conference attendees recommended
forming networks of eHealth ambassadors
who are respected individuals at local,
regional or national levels. These ambassa-
dors could knowledgably promote the appli-
cation and integration of eHealth solutions.

5. STAKEHOLDERS=> Another highlight of
National and Global eHealth Policy conference
discussions was recognition of the complex-
ity of the eHealth arena, and the number of
stakeholders that must be involved in deci-
sions and actions related to implementation
and integration of eHealth solutions. Stake-
holders include:

» International agencies and bodies

» Community and community-based
organizations (CBOs)

» Special-interest groups and religious groups

» Government and government-supported
organizations at all levels and all sectors

Politicians, legislators and parliamentarians
NGOs /BINGOs (Big International NGOs)
Donors

Private-sector organizations

Academia

Professional associations

Health service providers

Regulatory bodies at various levels
Standards development organizations
Media and opinion makers

Judicial bodies

v Vv VvV VvV VvV VvV VvV VvV VvV VvV v v

Research and development institutions at
all levels

Addressing eHealth policy issues will be a
complex process. A common vision can unite
diverse stakeholders.

Conclusion

In order for eHealth policy to progress,
experts from around the globe must engage
in an active dialogue that provides consen-
sus-based answers to complex questions and
puts conceptual policy frameworks into prac-
tice. The overall goal is to speed the imple-
mentation and integration of appropriate
eHealth solutions into health care environ-
ments, particularly within a developing world
context. Nothing could be more important for
improving global health, revamping health
systems and supporting the United Nations
Millennium Development Goals.

Notes

1 Scott RE, Chowdhury MFU, Varghese S. TeleHealth Policy:
Looking for Global Complimentarity. Journal of Telemedicine
and Telecare. 2002;8(Suppl 3 ):55-57.

Scott RE, Chowdhury MFU, Varghese S. TeleHealth Policy:
Looking for Global Complimentarity. Journal of Telemedicine
and Telecare. 2002;8(Suppl 3 ): 55-57.

3 Scott RE, Chowdhury MFU, Varghese S. TeleHealth Policy:
Looking for Global Complimentarity. Journal of Telemedicine
and Telecare 2002;8(Suppl 3 ): 55-57.
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Ticia Gerber, MHS/HP,
United States

“People think of policy
very differently. Policy
can be law, regulation,
process or a way to put in
place incentives that drive
the private market. It is
not just government top-
down solutions. This is

good news for eHealth

because we have many

levers with which to effec-

tuate positive change.”
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Facilitating an ecosystem of well-functioning eHealth markets around the world
is a critical step in health improvement and system transformation. Unfortunately,
cultivation is falling short, with information technology markets proving difficult
to both quantify and catalyze, particularly in the developing world. Initial esti-
mates by the Boston Consulting Group peg the global eHealth products and
services market at $96 billion, with 95 percent of this market in industrialized
countries. Nearly half of the developing world markets, estimated at $4 billion,
are in only four countries: Brazil, Russia, India and China.

Definitional issues and fragmentation complicate efforts to nurture eHealth markets. eHealth
covers a broad swath of territory, from electronic medical records (EMRs) to telemedicine and
mobile-health interventions. Health 2.0 technologies that enable user-generated content, SMS
social networking tools, and peer-to-peer platforms are also increasingly placed under a widen-
ing eHealth umbrella. And eHealth is perceived differently, depending on the audience. A well-
functioning market may ultimately be described as one that facilitates a platform for integrating
the myriad of eHealth technologies, donors and systems into a coherent whole that drives effi-
ciencies and improves health outcomes.

The Public Health Institute convened Catalyzing Markets for Global eHealth, part of the Rocke-
feller Foundation’s Making the eHealth Connection: Global Partnerships, Local Solutions
Bellagio Center conference series. Participants provided an overview of eHealth markets in

the developing world and outlined novel collaborative approaches to leapfrog over the legacy
eHealth environments found in many nations.

Catalyzing the Global eHealth Market: Key Issues

Successful eHealth markets enable better coordination of services, data integration and the devel-
opment of evidence-based practices. In order for this to occur, however, eHealth entrepreneurs
must possess a clear understanding of market size and key problems that proposed business
models will attempt to solve, and be able to formulate a vision of business model sustainability in
markets where purchasing power is often perceived as too low to support eHealth enterprises.

Challenges in seeding and growing eHealth markets are notable and must be addressed
through innovative partnerships that span the globe. When undertaking this task, key issues
and barriers must be considered:



» Lack of awareness about the costs and bene-
fits of eHealth solutions

) Absence of business-case studies demon-
strating potential eHealth models and their
promise for health system transformation

» Fragmentation of the eHealth market on both
the supply and the demand sides, with most
global health programs being driven by verti-
cal or disease-driven programs that create
numerous silos

) Lack of a coherent, transparent enabling
policy environment that supports eHealth
market development (e.g., a process that
supports funding, data handling, privacy and
interoperability)

» Shortage of private-sector involvement from
multinational and information technology (IT)
companies based in the developing world due
in part to perceptions of market inadequacy

While on the surface, market barriers appear
to be formidable, businesses are successfully
developing products and services for eHealth
markets in the developing world. A growing
roster of players is working in the field.

Collaborative Markets for
Global eHealth

Concerted action is needed to change the
current eHealth market environment in a way
that drives innovation and health system
transformation. Catalyzing Markets for Global
eHealth conference participants concluded
that the open-source software community
and other e-commerce mechanisms can be
adapted to develop new organizational
processes that may achieve breakthroughs
much faster and with a more diverse group of
players. If the right system of solutions and
institutions is put into place now, many of the
eHealth difficulties encountered by devel-
oped nations can be avoided in developing
countries and greater health benefits derived.

The challenge is to transcend the current ten-
dency to create analog institutions appropri-
ate to the non-digital problems of the past,
and move toward new forms of networked
organizations. Academics Elinor Ostrom and
Charlotte Hesse highlight the concept of a
commons, a shared resource governed by a
new set of institutional relationships and
ethos.” The recent theoretical work in this
area, coupled with public-private partnership
experiences, creates an important foundation
for new types of institutions and partnerships
that can facilitate collaborative markets, meet

. VA
Global Partnerships,

Local Solutions



Chris Elias, President
and CEO, Program for
Appropriate Technologies
in Health, United States

There is a demand for
better health services

and technology and an
increasingly affordable set
of technologies to meet
that need. Unlocking the
eHealth markets is not
so much creating markets

as aligning the different

pieces and making

connections so that the

markets work.”

the outstanding needs of entrepreneurs, and
generate new opportunities downstream
from the commons.

Lessons from the IBM and Apache software’s
experience illustrate how an eHealth com-
mons might work. When IBM recognized that
the market for hardware had matured and
would not be the source of sustained revenue
growth in the future, it began shifting its busi-
ness model to focus on open-source software
such as Linux and the Apache Software Foun-
dation. Through the donation of approxi-
mately $ 10 million of code and 400
programmers’ labor, IBM accelerated the
growth of open-source code, driving demand
further downstream for higher-margin Web-
based consultative services. In essence, IBM
made a strategic investment in the commons
to grow the overall market.

The global eHealth market might therefore
explore the concept of the collaborative market,
the notion of the commons for sharing
resources, and expertise that might enable the
growth of the market for everyone. The eHealth
market might also explore foundational build-
ing blocks, such as open standards, common
architectures and interoperability. This frame-
work would allow both open-source and propri-
etary systems to operate. The issue is not one
of open source versus proprietary, but rather
how to build an eHealth commons that lays the
necessary conditions for the market to grow
and actually drive healthy outcomes.

eHealth Commons: Core Ingredients

An eHealth commons, Catalyzing Markets for
Global eHealth conference participants con-
cluded, is needed to strategically bring
together key actors around shared resources
(common standards, shared vision on system
architectures, facilities for demand aggrega-
tion, donor-aligned financing pools, etc.).This
would enable markets to grow and would
support a vast ecosystem of eHealth players.
A global eHealth commons would likely pos-
sess these elements:

» Financing and matchmaking functions
between entrepreneurs and donors

» An architectural function that addresses
open standards, architectures, interoperability
and systems integration

» Smart social networking and an open-
innovation portal to bring together disparate
eHealth players

» A business model advisory and best
practices repository

» Demand aggregation where the World Health
Organization (WHO), ministries of health and
other e-services could come together to coor-
dinate platforms

» Research and evaluation tools that can inform
eHealth policymaking

> The global eHealth commons could address
users or stakeholders in the global eHealth
field: entrepreneurs and companies, policy-
makers, informatics professionals, public
health professionals and citizens.

eHealth Commons:
Developing World Framework

Catalyzing Markets for Global eHealth confer-
ence participants emphasized that the follow-
ing issues should be considered in the
creation of an eHealth commons:

1. CREATE VALUE PROPOSITIONS FOR DIVERSE
INDUSTRY PLAYERS, INCLUDING COMPETITORS=)
Operating in the eHealth arena entails coordi-
nating the development of common standards
and architectures that enhance interoperability
and help reduce uncertainties for industry and
entrepreneurs while simultaneously giving poli-
cymakers the necessary toolkits to make the
right decisions with vendors and others.

2. STRUCTURE THE COLLABORATIVE MARKET AS
A THIRD PARTY WITH INDEPENDENT MANAGE-
MENT=>This third party should adopt an
agnostic but strategic view on eHealth mat-
ters, with criteria framed around sustaining
the growth of the public good (i.e., health out-
comes and transforming systems, sustainabil-
ity of enterprises to drive innovation and
health equity in the broadest sense.)

3. EXPECT THAT THE PRODUCT, TERMS OF
TRADE, AND MARKET STRUCTURE OF THE COL-
LABORATIVE MARKET WILL EVOLVE=>A collabo-
rative market and commons can be designed



with a focus on today’s problems and reali-
ties. There is a strong need to exercise
foresight and strategic thought to identify
leapfrog opportunities and an overall innova-
tion strategy that can attract the best in the
field to the overall cause.

4. ALIGN DONORS=>The eHealth commons
must become a central space where a spec-
trum of donors such as multi- and bi-lateral
donors, venture capitalists, foundations and
governments can come together and build
shared investment platforms that reinforce
eHealth goals for common standards, archi-
tectures and interoperability. Donors are
important agents in the eHealth value chain.
They should be seen as having the founda-
tional ability to enable eHealth markets. One
tangible donor alignment tool is software
development that facilitates the integration
of the eHealth value chain by focusing on a
series of strategic alignments, including the
alignment of the following:

» Philanthropists to innovation

» Policymakers to entrepreneurs

» eHealth information with researchers,
philanthropists, social/entrepreneurs,
donors and the private market

5. INCREASE CAPACITY OF SOCIAL ENTREPRE-
NEURS=>As with the public sector, there is a
need to build capacity among social entrepre-
neurs to absorb capital, obtain information on
available technology solutions, receive ade-
quate technology training to manage software
systems, exchange business model insights,
and be vocal in the policy arena so that policy-
makers do not overlook local social entrepre-
neurs when framing new policy agendas for
eHealth. In addition, an eHealth promotion
network could integrate needs across the
demand and supply chains, acting as a clear-
inghouse of tools, frameworks, and knowl-
edge to facilitate market growth. Within the
eHealth commons framework, the network
would vet proposals from social entrepre-
neurs and match their identified needs with
the right stakeholders in the network.

Conclusion

Experts estimate that a country-level invest-
ment of 2 percent of health care expenditures
on IT can generate a significant health-system
benefit. With the proper market and innovative
financing solutions, developing countries have
the opportunity to cultivate some of the
world’s most innovative and effective eHealth
solutions. Collaborative markets, entrepreneur-
ial commons, solid business case studies, bet-
ter donor and financier matchmaking, smart
social networking, and strategically addressing
current constraints in the eHealth supply and
demand chain are all keys to success.

Notes

1 Hess, C, Ostrom, E. Understanding Knowledge as a Commons:
From Theory to Practice. Cambridge, Mass: MIT Press, 2006.

2 Ibid, p. 6.

Beatriz de Faria Ledao, MD,
PhD, Health Standards
Architect, Zilics Health
Information Systems, Brazil

“We must now be able to
share patient information
across the planet. To
think more globally, we
need donors who have
the ability to put people
together and channel
resources in the right
direction, governance

bodies that reflect what

is needed and integrate

different initiatives, and
technology that is sharable

and interoperable.”
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The Road Ahead

he goal of the four-week Making the eHealth Connection conference was to foster

partnerships among groups of thoughtful, committed participants—many of whom

were from the developing world—and to help them establish frameworks and agree-

ments that will advance health systems by enabling a global eHealth movement.
With many new ideas sparked and strong ties formed among conference participants, most of
whom had never met or collaborated before, the outcomes of the conference will inform both
national and international eHealth agendas for years to come.

Many seeds for new partnership, business, funding and policy models grew out of conference
conversations. Each day these new ideas are propelling eHealth and better health systems
forward. Two imperatives were mentioned most ardently and frequently by conference partici-
pants from all professional walks of life:

» The need to move from silos to systems—seeking out person-centered, user-driven, integrated,
collaborative, sustainable, scalable, reusable and in-country demand-driven eHealth solutions

» The need to be daring in eHealth visions for the developing world, realizing that much can be
done with limited resources and a lot of ingenuity

By turning these ideas into practice, the eHealth movement truly can be a great equalizer
between rich and poor, healthy and ill. We are already seeing examples of how the thoughtful
implementation of eHealth around the world is leading to improved health systems and health,
particularly for emerging economies.

As Making the eHealth Connection participant Nolwazi Gasa of the Development Bank of
Southern Africa so eloquently put it during her time at the Rockefeller Foundation Bellagio
Center conference, “The cost of doing nothing on eHealth is far greater than the cost of doing
something. Be a facilitator and owner of the process.”
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NATIONAL HEALTH
INFORMATION SYSTEMS
Week 1: July 13-18, 2008

Public Health Informatics and
National Health Information
Systems

» University of Washington’s Cen-
ter for Public Health Informatics
» Health Metrics Network

Public health informatics is an
area of great growth and prom-
ise in the developing world.
This conference examined the
use of ICT in public health,
enterprise architecture issues,
user needs, functional require-
ments, and the development of
a Partners in Global Public
Health Informatics Initiative.

The Path to Interoperability
» Health Level Seven (HL7)
» World Health Organization

A key obstacle to sharing infor-
mation is the lack of interopera-
ble health systems and
consensus on data standards.
This conference covered cur-
rent standards development
and implementation related to
the interoperability needs of
developing countries. And, it
identified technologies, poli-
cies, skills, and government and
industry leadership necessary
to achieve interoperability.

KNOWLEDGE AND CAPACITY
FOR eHEALTH

Week 2: July 20-25, 2008
Access to Health Information

» Latin American and Caribbean

Center on Health Sciences
Information (BIREME)

Increasing access to health
information can greatly improve
health care. Participants dis-
cussed state of the art informa-
tion access tools. They explored
the role of social and virtual
communities, seeding global
alliances, and networks on e-
information access and policies.

Health Informatics and
eHealth Capacity Building

» American Medical Informatics
Association
» International Medical Informatics
Association
One of the biggest challenges
to eHealth capacity building in
developing countries is the
shortage of qualified health
care professionals and training
resources. This conference pri-
oritized capacity-building
opportunities in developing
countries and identified how
eHealth technologies and tools
can support them.

CORE eHEALTH
TECHNOLOGIES
Week 3: July 27-Aug 1, 2008

Electronic Health and Medical
Records

» Partners in Health
» Regenstrief Institute

Since fledgling efforts just five
years ago, several successful
medical information systems
and electronic medical
records (EMRs) systems have
now been deployed in devel-
oping countries, and informa-
tion technology (IT) is much

more widely available in
resource-poor areas. The core
objective of this conference
was to explore a plan for the
creation of a comprehensive
hospital and ambulatory med-
ical information system for
developing countries.

mHealth and Mobile
Telemedicine

» United Nations Foundation
» Vodafone Group Foundation
» Telemedicine Society of India

Mobile electronic health tools
are rapidly transforming health
care delivery. Mobile phone
use in particular is exploding
across the developing world,
offering the opportunity to
leapfrog forward. Participants
assessed mHealth and
telemedicine priorities, dis-
cussed market scaling, and
seeded a multi-sectoral part-
nership dedicated to design-
ing, funding, and advancing
mobile health projects in the
developing world.

POLICY AND MARKETS
FOR eHEALTH

Week 4: Aug 3-8, 2008

Unlocking the market for
eHealth

» Public Health Institute

eHealth is increasingly
employed to address health
system challenges and
improve services, especially
for poor and vulnerable popu-
lations. Yet a myriad of ques-
tions linger on the money and



incentive side of the equation.
These issues are particularly
acute for developing countries.
This conference generated
new thinking about the
finance and business of
eHealth for the underserved
and explore how to effect
social and health care changes
through eHealth investments
in developing countries.

National eHealth Policies
» The World Health Organization

Common policy challenges are
emerging for countries around
the globe embarking on
eHealth implementations.
Coordination between actors
at the local, regional, national,
and trans-national level and
rational alignment on eHealth
donor policy is increasingly
important. This conference
defined a new process for
development of national
eHealth strategies, described
distinct models for regulation
of national and global eHealth
infrastructures, and began the
process of drafting a five-year
global eHealth policy roadmap.

Making the eHealth Connection:

AMERICAN MEDICAL
INFORMATICS ASSOCIATION
(AMIA)

www.amia.org

AMIA is a professional organi-
zation of leaders shaping the
future of biomedical and health
informatics in the United
States and over 50 other
nations. AMIA is dedicated to
the development and applica-
tion of informatics in support of
patient care, public health,
teaching, research, administra-
tion, and related policy.

HEALTH LEVEL SEVEN (HL7)
www.hl7.org

HL7 is a not-for-profit stan-
dards development organiza-
tion dedicated to providing a
comprehensive framework and
related standards for the
exchange, integration, sharing,
and retrieval of electronic
health information that sup-
ports clinical practice and the
management, delivery and
evaluation of health services.

HEALTH METRICS NETWORK
(HVIN)

www.who.int/
healthmetrics/en

Health Metrics Network (HMN)
is a global partnership that facil-
itates better health information
at country, regional and global
levels. Partners include devel-
oping countries, multilateral
and bilateral agencies, founda-
tions, other global health part-
nerships and technical experts.

INTERNATIONAL MEDICAL
INFORMATICS ASSOCIATION
(IMIA)

www.imia.org

IMIA provides leadership and
expertise to the multidiscipli-
nary health focused commu-
nity and policy makers to
enable the transformation of
healthcare in accord with the
world-wide vision to improve
the health of the world popu-
lation. It plays a major global
role in the application of infor-
mation science and technol-
ogy in the fields of healthcare
and research in medical,
health and bio informatics.

LATIN AMERICAN AND
CARIBBEAN CENTER ON
HEALTH SCIENCES
INFORMATION (BIREME)
www.bireme.br

BIREME's mission is to con-
tribute to the development of
the health in the countries of
the Latin America and the
Caribbean by the promotion
of the use of the scientific and
technical health information.

PARTNERS IN HEALTH (PIH)
www.pih.org

Partners In Health is a non-
profit corporation based in
Boston, Massachusetts, and
active in the Caribbean, Latin
America, Africa, Russia, and
the United States. Through
service, training, advocacy,
and research, and by estab-
lishing long-term relationships
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with sister organizations, PIH

strives to to bring the benefits
of modern medical science to
those most in need.

PUBLIC HEALTH INSTITUTE
www.phi.org

The Public Health Institute
(PHI) is an independent, non-
profit organization dedicated
to promoting health, well-
being and quality of life for
people throughout California,
across the nation and around
the world. As one of the
largest and most comprehen-
sive public health organiza-
tions in the nation, it is at the
forefront of research and inno-
vations to improve the effi-
cacy of public health
statewide, nationally and
internationally.

REGENSTRIEF INSTITUTE
www.regenstrief.org

The Regenstrief Institute is an
internationally recognized
informatics and healthcare
research organization,
dedicated to the improvement
of health through research that
enhances the quality and cost-
effectiveness of healthcare.

TELEMEDICINE SOCIETY
OF INDIA

www.tsi.org.in

The Telemedicine Society of
India was created in 2006 with
the objectives to promote and
encourage development,
advancement and research in
the science of telemedicine
and the application of telemed-
icine technology in clinical
care, education and research in
the health sector of India.

UNITED NATIONS
FOUNDATION

(UN FOUNDATION)
www.unfoundation.org

The UN Foundation acts to
meet the most pressing health,
humanitarian, socioeconomic,
and environmental challenges
of the 21st century through
the support of the United
Nations, new and innovative
public-private partnerships,
advocacy and grantmaking.

UNIVERSITY OF WASHING-
TON’S CENTER FOR PUBLIC
HEALTH INFORMATICS (CPHI)
www.cphi.washington.edu

The mission of CPHI is to link
practitioners, faculty, staff,
and students from a wide vari-
ety of disciplines to enhance
public health informatics
research, training and prac-
tice. It is an interdisciplinary
environment that supports
innovative re-search into infor-
mation strategies and tech-
nologies to improve the health
of the pubilic.

VODAFONE GROUP
FOUNDATION
www.vodafone.com/start/
foundation.html

The Vodafone Group Founda-
tion makes social investments
that help the people of the
world to lead fuller lives by:
sharing the benefits of devel-
opments in mobile communi-
cations technology as widely
as possible, supporting the
local communities in which
Vodafone operates, helping to
alleviate suffering in disaster
areas, supporting sport and
music projects to benefit
young people and their com-
munities, promoting the
health and well-being of
young people; and protecting
the natural environment.

WORLD HEALTH
ORGANIZATION (WHO)
www.who.int/en

WHO is the directing and coor-
dinating authority for health
within the United Nations sys-
tem. It is responsible for provid-
ing leadership on global health
matters, shaping the health
research agenda, setting
norms and standards, articulat-
ing evidence-based policy
options, providing technical
support to countries and moni-
toring and assessing health
trends.
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Johns Hopkins University,
School of Nursing

Savas Alpay
Centre for Islamic Countries

Najeeb Mohamed Al-Shorbaji
WHO, Regional Office for
the Eastern Mediterranean

Barbara Aronson

WHO

Diana Arsenian

Chris Bailey
WHO

Ayelet Baron
Cisco Systems Inc./NetHope

Peter Benjamin
Cell Life

Paul Biondich
Regenstrief Institute

Joaquin Blaya
Partners In Health

Meryl Bloomrosen
American Medical Informatics
Association

Gaetano Borriello
University of Washington and
Google/Seattle

Jorn Braa

Information Systems Program,

University of Oslo

Bill Braithwate
Anakam Inc.

Karl Brown
Rockefeller Foundation

Julie Carandang
Rockefeller Foundation

Henry Chasia
Nepad eAfrica Commission

Molly Cheah

Primary Care Doctors’
Organization, Malaysia/Open
Source Health Care Alliance

Konstantin Chebotaev
Medical Center for Information
and Analysis of the Russian
Academy of Medical Sciences

Jie Chen
Fudan University School
of Public Health

Ngai Tseung Cheung
Hospital Authority

Chris Chute
Mayo Clinic

Michael Clarke
International Development
Research Centre

Jon James Conibear
Hearst Corporation

Thomas M. Cook

The University of lowa, College
of Public Health, Occupational
and Environmental Health

Nicholas Cop
Nicholas Cop Consulting

Jillian Copeland
Boston Consulting Group

Kevin Crean
Microfranchise/Social
Entrepreneur/TomKat
Foundation

Patrice Cristofini
Orange/France Telcom

Walter Curioso
Universidad Peruana Cayetano
Heredia

Merceline Dahl-Regis
Commonwealth of
the Bahamas

Tao Dai

Institute of Medical
Information and Library,
Chinese Academy of Medical
Sciences & Peking Union
Medical College

Beatriz de Faria Leao
Zilics Information Systems

Patrice Degoulet
Paris Descartes University

Susan Dentzer
Health Affairs

Don Detmer
American Medical
Informatics Association

Brian Devore
Intel

Matt Diver
Boston Consulting Group

Robert Dolin
Semantically Yours

Peter Drury

Healthcare Practice,
Emerging Markets,
Cisco Internet Business
Solutions Group

Hammad Durrani
Aga Khan Foundation
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PATH
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Mysis
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Nokia Technology Institute
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WHO
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Research Center
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allAfrica.com
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Partners In Health
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University of Washington,
Biomedical and Health
Informatics
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King Faisal Hospital, Rwanda
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Carso Health Institute
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Apollo Telemedicine
Foundation
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National Inst. Of Health of Peru
and School of Public Health,
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Development Bank of
Southern Africa
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Intrahealth International

Berhane Gebru
AED
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Geneva University

Ticia Gerber
Manatt Health Solutions
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PATH

Dennis Giokas
Canada Health Infoway

Roger Glass
National Institute of Health

Mzamose P. Gondwe
TroplKA Reviews

Phil Gormley
Boston Consulting Group
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Arizona State University

Pat Guerra
Santa Clara University

Ravi Gupta

elndia/Centre for Science,
Development and

Media Studies

Ana Estela Haddad
Ministry of Health, Brazil

Ed Hammond
Duke University

Lyn Hanmer

Health informatics R&D
Coordination Division and
South African Medical
Research Council

Verle Harrop
Atlantic Health Sciences
Corporation

Carleen Hawn
Found READ

William Hersh
Oregon Health and Science
University

Allen Hightower
CDC Kenya

Carola Hullin
University of New South Wales

Omer Imtiazuddin
Acumen Fund

Gautam lvatury
CGAP

Charles Jaffe
HL7

Joseph Jasinski

IBM Research

Darius Jazayeri

Partners In Health/OpenMRS

Macollvie Jean-Francois
South Florida Sun-Sentinel

Pamela Johnson
Voxiva, Inc.

Claudia Juech
Rockefeller Foundation

President Paul Kagame
Rwanda
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University of California,
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Ministry of Health and
Sanitation, Freetown,
Sierra Leone

Andy Kanter

Millenium Villages Project,
Earth Institute at Columbia
University

Simon Kennedy
Boston Consulting Group

Aamir Khan
Interactive Research
and Development

Shariq Khoja
Aga Khan University

Ann Marie Kimball
University of Washington,
Epidemiology and Health
Services

Liza Kimbo

CDC

Michio Kimura
Hamamatsu University

Jean-Baptiste Koama
Voxiva, Inc.

Sergio Konig

IT & GS Consultores, Center for
Information, Technology, and
Management for Healthcare

Ramesh Krishnamurthy

CbhC

Rebecca Kush

CDIsC

Yun Sik Kwak
Kyungpook University

S. Yunkap Kwankam
WHO

Holly Ladd
AED-SATELLIFE Center
for Health Information and
Technology

Mark Landry

PEPFAR, Office of the U.S.
Global AIDS Coordinator
(OGAC)

Larry Leisure
iMetrikus

Les Lenert
National Center for Public
Health informatics, CDC

Neal Lesh
D-tree International;
Dimagi, Inc.

Bill Lober
University of Washington

Nancy Lorenzi
Vanderbilt University,
School of Medicine

David Lubinski
WHO

Hoat Ngoc Luu
Hanoi Medical University

Becky Lyon

National Library of Medicine

César Macias Chapula
National Institute of Public
Health, Mexico

Michael Madnick
Bill & Melinda Gates
Foundation

Rachel Maguire
IFTF

Michael Maltese
Massachusetts Instittute
of Technology

Burke Mamlin
Regenstrief Institute

Melissa Mann

Latin-American and Caribbean
Center on Health Sciences
Information

Alvaro Margolis
International Medical
Informatics Association (IMIA)

Heimar Marin
Federal University of
Sao Paulo

Maurice Mars
Nelson R. Mandela School
of Medicine, South Africa

Bob Martin
Coordinating Office for
Global Health, CDC

Strive Masiyiwa
Econet Wireless International

Claire McCarthy
Kaiser Permanente

Clint McClellan
Qualcomm, Inc

Patricia Mechael
Earth Institute at Columbia
University
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